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Abstract—The rapid growth of wireless networks has led to
a significant increase in cybersecurity threats. Learning defense
policies from offline data and expert demonstrations can elimi-
nate the need to interact with a network/simulator during train-
ing, producing intelligent agents for automated/assistive defense.
However, existing works on imitation and inverse learning are
oblivious to various human factors that often affect decision-
making and workflow in network defense. Learning defense
policies that are conditioned on human factors can significantly
improve the effectiveness of learned policies/models in network
defense, better reflecting the varied behavior of human operators.
To this end, we propose an adversarial inverse reinforcement
learning algorithm incorporating models of human factors to
learn user-specific policies/models in cyber defense from demon-
strations and trajectories. The proposed algorithm captures
varied operator behaviors through the modeling of three human
factors: fatigue, expertise, and risk tolerance. Evaluations using
the public Cyber Autonomy Gym for Experimentation (CAGE)
Challenge 2 environment demonstrate significant improvement
over baselines that are oblivious to underlying human factors.

Index Terms—cybersecurity threats, user behavior, adversarial
inverse reinforcement learning, human factors.

I. INTRODUCTION

Internet of Things (IoT) systems encompass a vast network
of smart devices that communicate and interact over the
Internet. Such IoT systems are inherently complex due to
their integrative and interconnected nature, presenting unique
and serious security challenges [1]–[3]. As the scale and
complexity of IoT systems and wireless networks continue to
rise, securing them against increasingly sophisticated attacks
is becoming a challenging and strenuous task [4]. To this
end, machine learning (ML) and artificial intelligence (AI)
have demonstrated tremendous potential in automating cyber
defense workflows and assisting operators in decision-making.
The security defense in such complex networks actively in-
volves human users, who often leverage their critical thinking
and decision-making capabilities to augment and enhance the
security and resilience of systems within IoT environments,
known as Human-in-the-loop (HITL) [5].

The integration of an AI system, known as Assistive AI, can
help model cyber operators’ workflows and predict the next
moves in cyber defense. This can be achieved through inverse

Figure 1: Assistive AI for Cybersecurity: A decision-support frame-
work that leverages inverse reinforcement learning to provide action
recommendations and behavior correction for human operators, en-
hancing cyber defense workflows in IoT environments.

learning of human-like policies using available behavioral
data (e.g., observed human defense workflows and action se-
quences), enabling AI systems to provide recommendations to
human operators, suggest corrections, and effectively support
humans during operations. Despite the development of several
AI and ML-based approaches for cyber defense, harnessing
Assistive AI to improve the workflow of human operators
by developing personalized models (e.g., reflecting different
operating styles or expertise levels) to enhance the overall
security posture of IoT networks has not been fully explored.

This paper develops an adversarial inverse reinforcement
learning framework that enables personalized workflow mod-
els conditioned on underlying human factors. The goal is
to learn cyber defense policies for a wide range of cyber
defense operators with varied human factors using available
workflows and activity data. Imitation learning and inverse
reinforcement learning (IRL) [6]–[10] learn policies and re-
ward models of humans or experts using offline human data,
e.g., expert demonstrations and trajectories. These methods
learn policies or reward models that represent the average
behavior of humans reflected in available demonstrations.
Despite the success of existing inverse learning approaches
in several domains [11], [12], human operators in cyber



defense vary significantly from each other. The behavioral
differences are the latent factors that differentiate humans
in terms of expertise, speed of response, risk tolerance, and
more [13], [14]. The existing inverse learning algorithms that
are oblivious to these human factors can only provide one-size-
fits-all solutions, which limits their applicability in learning
operator behaviors in cyber defense domains.

Specifically, we introduce a vector c to model the human
factors differentiating human operators in cyber defense. Thus,
the proposed approach learns a policy/model π(at∣st, c) that is
conditioned on a human factor vector c. The factors could be a
priori known (e.g., from surveys), or could be learned from the
existing trajectories (e.g., using a classifier). To learn the pol-
icy/model, our proposed approach learns a discriminator, rep-
resenting the user reward function, by contrasting the actions
generated from the policy against demonstration trajectories.
This framework enables us to generate personalized operator
models/policies that better fit individual operators’ strategies
and behaviors, captured by human factors. The workflow of
the Assistive AI is depicted in Fig. 1. This diagram illustrates
a dynamic and interactive process where the AI system learns
the human operator’s policy and is able to predict the next
human operator action sequence. More specifically, the actions
labeled a1 to a4 are taken by a cyber defense operator,
and the inverse learned model enables predicting the next
action sequence of the operator, a5 and a6. The AI system
with such capability can provide intelligent and context-aware
suggestions and recommendations to the human operator, as
well as assist the human operator against potential threats.

To evaluate the performance of the proposed method, we
model users as suboptimal reinforcement learning agents. We
consider three human factors in cyber defense: fatigue [15],
expertise [13], and risk tolerance [16], [17]. These factors
represent users with varied behaviors in cyber defense, in-
fluencing their speed, efficiency, and comfort to accept risk
during the defense process. The performance of the proposed
method is evaluated in the Cyber Autonomy Gym for Ex-
perimentation (CAGE) Challenge 2 environment [18]. The
numerical experiments demonstrate significant improvement
in learning accurate policies that capture varied behaviors
for more effective IoT systems and wireless network defense
reflecting underlying human factors.

This paper makes contributions in the realm of IoT and
wireless network security. Firstly, it proposes a generative
adversarial inverse reinforcement learning conditioned on hu-
man factors to learn user-specific policies/models aligned
with human factors. Secondly, it introduces and models three
distinct human factors that differentiate user/operator behavior
in wireless cyber defense. Lastly, we demonstrate the efficacy
and performance of the proposed method using the CAGE2
challenge environment, as an instance of wireless cyber de-
fense scenarios.

II. RELATED WORKS

Several methods have been developed for the security of in-
terconnected networks, given the importance of such networks

in our infrastructure and daily lives. These include machine
learning techniques for anomaly detection, robust authentica-
tion and access control to verify identities, secure offloading to
manage resource constraints, and advanced malware detection
to safeguard against cyber threats [1], [19], [20].

A wide range of these methods utilize deep learning tech-
niques, ranging from real-time intrusion detection in wireless
networks [21] to adversarial methods to ensure the robustness
of security solutions [22].

Human-in-the-loop approaches further enhance this secu-
rity framework by integrating human oversight into critical
decision-making processes [5], [23]. This collaborative in-
terplay is supported by research in learning from human or
expert demonstrations, which has primarily focused on inverse
reinforcement learning and imitation learning techniques [6],
[10], [24]–[27]. IRL methods recover the expert’s reward
function from their behavior, while imitation learning directly
learns the expert’s policy via supervised learning. The close
relationship between these methods is evident as recovering
the reward function is akin to learning the policy, which is
computable from the inferred reward function.

Recent advancements in deep neural networks have led
to scalable IRL algorithms for both single-agent and multi-
agent settings [28]. Meanwhile, Bayesian IRL offers a sample-
efficient approach for learning through limited expert demon-
strations [29], [30]. Furthermore, hierarchical IRL methods
provide high-level guidance for complex problems, enhancing
the causal relationship between different policy levels and
redefined objectives for hierarchical policy learning [31], [32].
However, most existing methods learn policies that represent
the average behaviors of humans reflected in demonstrations.
Given the varied human operator behavior in cyberspace, these
methods are unable to effectively recover policies that reflect
cyber-defense users with varied human factors (i.e., behavior)
using their user activity data.

III. METHODOLOGY

A. Problem Formulation for Network Defense Modeling

Human-in-the-loop defense mechanisms are essential in
IoT security due to the domain knowledge and expertise of
human operators to detect, defend against, and confirm attacks.
Human operators’ behavior in cyberspace differs from one
another, such as varying expertise, risk tolerance, speed of
response to threats, and more. Therefore, to accurately predict
a human’s behavior and next moves, it is essential to design
assistive AI to learn individual human operator behavior and
provide individualized support under various conditions.

We consider a wireless network consisting of n entities or
components, each with distinct characteristics and contributing
to the overall functionality of the network. An adversary –
modeled as part of the environment in this paper – exploits
vulnerabilities, compromises network entities, and propagates
the attack/threats to other parts of the network. A network de-
fender (i.e., an expert) makes a sequence of defense decisions
to minimize the effect of adversarial attacks, such as integrity



monitoring, content analysis, credential hardening, execution
isolation, and firewall updates.

Our objective is to learn the individualized behavior of users
in cyberspace using some realizations of their behavioral data,
τE . The data consists of state-action pairs made by various
users, where user human-factor differences are denoted using
a latent vector c. By utilizing user data and the underlying
latent variables, our goal is to learn π(at∣st, c), which provides
a range of policies across the latent space. The policy is
conditioned on the human factors c, capturing the behavior
of a specific human characterized by this factor. The human
factors may be predetermined (e.g., derived from surveys) or
inferred from the analysis of observed trajectories.

The user behavior and decision-making in cyber defense are
modeled using a Markov decision process (MDP), expressed
by a tuple ⟨S,A,P,R⟩, where S is the state space, A is the
human action space, and P is the state transition probability
function with P(s,a, s′) = p(s′ ∣ s,a) expressing the proba-
bility that the next state will be s′ if the user takes an action
a in state s. The transition probability is stochastic because
adversaries are constantly aiming to compromise the networks,
and their behavior is complex and unpredictable. Meanwhile,
the attack propagation among the network components could
also be stochastic, depending on the security level of the
machines or other components of the network. The user reward
function R quantifies the expected security gain from a user
perspective, where R(s,a) denotes the expected reward earned
when defense action a is taken by the user in state s.

Considering the availability of the n components in the
network, the state is a binary vector of size n, representing the
status (compromised or not) for all n components. This vector
is represented by sk = [sk(1), ..., sk(n)], where sk(i) = 1
indicates that the ith component is compromised at the time
step k and the reverse for sk(i) = 0. In particular, sk =
[0,0,⋯,0]T represents a network without any compromise,
while sk = [1,1,⋯,1]T represents a network with all nodes
being compromised. Hence, the state vector can take 2n

different possible vectors, denoted by {s1,⋯, s2n}.

B. Inverse Learning with Human Factors

Inverse reinforcement learning is designed to deduce the
underlying reward function from an expert’s demonstrations.
This inferred reward function can then be utilized to recon-
struct the policy exhibited by the expert. Different human
experts may exhibit varied behavioral patterns due to a range
of inherent human factors [13], [14], [16]. Understanding the
nuances of inherent human factors aids in crafting specifically
tailored personalized models for various user types, aiming
to enhance the performance of the IRL model. Generally, we
can either infer the underlying human factor variables c of
different trajectories using either a simple network (e.g., based
on simple patterns and using supervised learning from known
trajectories with human factor labels) or obtain the human
factor variables by leveraging available side information (e.g.,
monitoring/sensor data and survey data). In this paper, we pro-
ceed with the assumption that human factors are either directly

accessible or have been inferred from previous modeling work.
We explore the benefits of integrating these factors into inverse
reinforcement learning. In our study, we focus on a policy that
is conditioned on a vector of human factors c, as depicted in
Fig. 2.
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Figure 2: An illustration of our policy in inverse reinforcement
learning, conditioned on human factors c.

We represent human attributes as a latent variable c. For ex-
ample, different components of c might correspond to various
aspects of human attributes. After c has been inferred, we are
able to directly integrate it into the learning process. Specif-
ically, we adopt the Maximum Entropy IRL framework, as
proposed by [25], which treats IRL as a problem of maximum
likelihood estimation (MLE), as formalized in Equation (2).
In this context, instead of adopting a one-size-fits-all policy
approach, we aim to learn a set of policies that are conditioned
on the human factor variable c. This approach enables us to
model diverse human behaviors and utilize data from various
individuals to learn the set of policies. τ cE = (sc0, ac0, . . . , scT )
signifies the expert’s trajectory conditioned on the human
factor c, which is a sequence of state and action pairs induced
by the optimal policy π∗(a∣s, c) with a corresponding human
factor. Previously, there was an interest in creating a unique
model for each individual, but this effort was constrained
by data scarcity, partly because available data from other
individuals was not being utilized. Our approach addresses this
issue by leveraging data from various sources to mitigate the
data shortage. By conditioning on the human factor, we can
develop personalized models tailored to fit the specific needs
and characteristics of each person. Our primary objective is
to learn the optimal policy π∗(a∣s, c) which will enable the
construction of assistive AI agents through learning from hu-
man experts. Within the Maximum Entropy IRL formulation,
the human-factor conditioned optimal policy π∗(a∣s, c) comes
from the maximization of the expected entropy-regularized
discounted reward, which is shown in Equation (1), where
H(π(⋅∣st)) is the entropy regularization term to guide the
policy to traverse the state space.

π∗(a∣s, c) = argmax
π

Eτ∼π
T

∑
t=0
[γt(Rθ(st, at∣c) +H(π(⋅∣st))]

(1)
According to [33], the optimal policy follows the form
π∗(a∣s, c) ∝ exp(Q∗soft(st, at∣c)), where Q∗soft(st, at∣c) =
Rθ(st, at∣c) + E(st+1,...)∼π∑

T
t′=t[γt′(Rθ(st′ , at′ ∣c) +

H(π(⋅∣st′))] denotes the soft-Q function. The formulation of
the MLE problem is shown in Equation (2), where Rθ(st, at∣c)



is the parameterization of the reward function, p(st+1∣st, at)
is the state transition probability, µ(s0) corresponds to the
initial state distribution, and γ ∈ (0,1] is the discount factor in
the infinite horizon case (T = ∞) to obtain a finite sum. The
probability of a specific demonstration occurrence P̂θ(τ cE)
is proportional to the exponential of the corresponding sum
of discounted reward, and Zθ = ∑τc

E
P̂θ(τ cE) represents the

partition function for discrete cases, which is adopted to
normalize the probabilities.

max
θ

Eτc
E
[logPθ(τ cE)], Pθ(τ cE) =

P̂θ(τ cE)
Zθ

P̂θ(τ cE) ∝ µ(s0)
T−1
∏
t=0

p(st+1∣st, at) exp(γtRθ(st, at∣c))
(2)

However, when dealing with large-scale state and action
spaces, computing the partition function Zθ becomes in-
feasible. To address this challenge, an adversarial approach
(AIRL) was introduced by [34], which utilizes a sample-based
method to approximate the MLE problem in a Generative
adversarial network (GAN) framework [35]. Dθ(st, at∣c) =

exp(fθ(st,at∣c))
exp(fθ(st,at∣c))+π(at∣st,c) is the discriminator which involves
alternate training of a discriminator network fθ(st, at∣c)
and a policy π(at∣st, c). Different from [36], the dis-
criminator Dt

θ = Dθ(st, at∣c) is with respect to a sin-
gle state-action pair case instead of the whole trajectory.
More precisely, the discriminator is updated through the
minimization of the cross-entropy loss between the expert
demonstrations τ cE and the policy-generated samples τ c by
π(a∣s, c): minθ∑T−1

t=0 (−EτE [logDt
θ] +Eτ [log(1 −Dt

θ)]). Si-
multaneously, the policy π is updated by maximizing the
reward function formulated from the discriminator’s out-
puts: R(st, at∣c) = logDt

θ − log(1 − Dt
θ) using Q-learning.

Within this Q-learning framework, the policy π is acquired
by π(a∣s, c) = argmaxa[ 1

Zs
exp(Q(s, a∣c))], where Zs =

∑a′ exp(Q(s, a′∣c)) serves as a normalization factor. Upon
reaching optimality, the discriminator fθ(s, a∣c) effectively
acts as the reconstructed reward function Rθ(s, a∣c), while
the optimal policy π∗(a∣s, c) emerges as the replicated expert
policy. The proposed algorithm is summarized in Algorithm 1.

C. Modeling Human Factors

This paper introduces three human factors that differentiate
users’ behavior in cyber defense. The user reward function, R,
governs how a user acts under different conditions (e.g., re-
sponses to different threats). The reward function representing
the primary objective for all users can be factorized in terms
of security and action reward as:

R = RSecurity −CAction, (3)

where the first term, RSecurity, represents the reward with
respect to network security, and the second term, CAction,
indicates the cost of defense actions.

This paper models the following three human factors for
cyber defense users:

Fatigue: This factor represents the speed of the user’s
response to threats. In this paper, we model the fatigue level

with the parameter ζ ∈ [0,1], where ζ = 1 represents fast-
acting users, whereas a smaller ζ indicates a user who may
miss acting on time with a probability of 1 − ζ. A sample
from this random variable. i.e., zk ∼ Bernoulli(ζ), models a
possible reaction of the user during the defense process. zk = 1
represents the case where a user takes action, whereas zk = 0
indicates the case where the user misses the action at time
step k. The user’s reward is also impacted by this sample as
follows:

R = RSecurity − zkCAction, (4)

Risk Tolerance: This factor plays a pivotal role in differ-
entiating user behavior and response strategies. Risk tolerance
is essentially the degree to which a user is willing to engage
with potential threats within the network. Individuals with low
risk tolerance are typically more proactive and aggressive in
their response to threats [16], [17].

R = RSecurity − βCAction, (5)

where larger β models a higher cost for actions, resulting in
a more risk-tolerant user.

Expertise: This refers to the degree of proficiency and
knowledge that users possess in defending against threats. We
model the expertise level of users using a parameter α ∈ [0,1],
where α represents the probability that the user’s actions are
effective in eliminating network compromises. A value of α
near 1 represents skilled users, while an α closer to 0 indicates
users with little to no expertise in removing compromises.

According to the three human factors discussed above,
each human behavior can be characterized using a vector
c = [ζ, β,α], where the elements measure a single human
behavior across different factors.

IV. COMPUTATIONAL EXPERIMENTATION

A. Experiment Setup

We utilize the public CAGE Challenge 2 environment for
our experiments [18]. The CAGE 2 challenge is an initiative
aimed at advancing autonomous cyber operations (ACO),
which are critical in the dynamic field of cybersecurity. The
CAGE Challenge 2 scenario is a manufacturing plant network
that is under attack by a neighboring nation. The goal of
the challenge is to create an autonomous defender that can
defend a network against adversaries that are trying to disrupt
network operations and access critical information in servers.
The attackers/adversaries are referred to as red agents, and the
defenders are defined as blue agents.

The network structure is shown in Fig. 3, which consists
of three sub-networks. The status of network components
(compromised or not) has been represented using a binary state
vector of size 16, where 1 and 0 at each variable indicate the
compromise or lack of compromise, respectively, for specific
components of the network. The attack propagation in this
network system unfolds through a sequence of conditional
activations based on the current compromise status of various
components. The attack penetrates the network through user
hosts in subnet 1 and propagates in the network.



Algorithm 1 Adversarial Inverse Reinforcement Learning with Human Factors

1: Input: Expert demonstrations τ cE = (sc0, ac0, . . . , scT ) with human factors c.

2: Initialize the discriminator network fθ and the policy π.

3: for each training episode do
4: Generate M trajectories {τ cE} by interacting with the simulator.

5: Update fθ(st, at∣c) by minimizing the cross entropy loss: ∑T−1
t=0 (−EτE [logDt

θ] +Eτ [log(1 −Dt
θ)]).

6: Update π based on the generated trajectories {τ cE} and corresponding rewards Rt = logDt
θ − log(1 −Dt

θ) using Q-
Learning method.

7: end for

Figure 3: An illustration of the CAGE2 challenge environment.

The adversarial and defense strategies in this scenario
involve tactical alterations in the compromised status of user
hosts within subnet 1. The adversary (or red agent) executes
actions to alter the status of five user hosts, denoted by s(1)
to s(5), from an uncompromised state (0) to a compromised
state (1). In response, the defense agent (e.g., user) undertakes
defensive actions by re-imaging or restoring the affected user
hosts in subnet 1.

In the CAGE2 challenge, compromise at different compo-
nents of the network causes different security risks. When the
attacker accesses user hosts, i.e., s(1) to s(5), the security
reward of −0.1 is considered for each of the compromised
user hosts. The stakes are higher when the attacker breaches
enterprise servers s(8), s(9), s(10), with each incident re-
sulting in a −1 reward. The most critical scenario is the
compromise of the operational server s(16) by the attacker,
leading to a substantial −10 reward.1 The reward of each
restoring or reimaging as part of defense actions is assumed
to be −1, which ensures the highest security with minimum
allocated resources (i.e., costs and/or disruption in the network
operations).

The user defends the network against adversarial actions
without knowledge of the adversary’s policy. The user policy
is modeled using an imperfect reinforcement learning agent,
which represents the stochastic form of the optimal policy
in (1) according to ϵ-greedy model with ϵ = 0.1. Due to the
finite state and action spaces, the adversarial and user policies

1In the context of reinforcement learning, the cost of actions is represented
as a negative reward, reflecting the effort or resources required to perform the
actions.

are obtained using the Q-Learning algorithm [37].2 Note that
separate Q-Learning algorithms are trained to represent user
policies associated with different human factors, as each factor
represents different rewards and/or transition probabilities.

B. Performance of AIRL with Human Factors

In our analysis, we considered varying values for the three
human factors: fatigue, risk tolerance, and expertise. The
impact of these human factors on defense process performance
is analyzed and shown in Fig. 4. The left plot shows that less
fatigued users (ζ = 1) achieve higher network security through
fast, timely defense actions. In contrast, highly fatigued users
(ζ = 0.2) react slowly, leading to lower security. The middle
plot indicates that users with higher expertise (α = 1) maintain
better network security, while those with lower skills (α = 0.2)
struggle against threats, resulting in quicker attack progression
and reduced security. The right plot reveals that proactive,
less risk-tolerant users (β = 0.2) attain better security. In
contrast, risk-tolerant users (β = 5) engage minimally in
defense, leading to lower security. Fig. 5 compares the number
of restored user hosts between a risk-averse (proactive) user
(β = 1) and a risk-tolerant user (β = 5), showing more
proactive restoration by the risk-averse user.

To illustrate the effects of human factors on recovered
rewards, we present a comparative analysis in Fig. 6, where
each human factor is individually examined. Specifically, we
adjusted one of the three factors — fatigue, risk tolerance, or
expertise — to a value of 0.2, while maintaining the other two
at a constant value of 1 for reference.

The purple line with c1 = [0.2,1,1], indicative of high-risk
aversion, attained the highest recovered reward, suggesting a
strategy that effectively emphasizes cautious decision-making.
Besides, the green line with c2 = [1,0.2,1], while slightly
lower, still presents a comparable reward, indicating that
higher fatigue does not drastically impair the performance of
the user. On the other hand, the red line with c3 = [1,1,0.2],
representing less expertise, resulted in the lowest reward,
highlighting the adverse impact that lower skill level has on
the efficacy of cyber defense operations.

To illustrate the impact of incorporating human factor
information into our AIRL model, we conducted a comparative

2The adversary is assumed to be part of the environment and the Q-learning
algorithm is used to obtain the defense policy.



Figure 4: Left plot: Average accumulated reward for users with different fatigue levels. Middle plot: Average accumulated reward for users
with different expertise levels. Right plot: Average accumulated security reward for users with different risk levels.
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Figure 5: Comparison of defense actions over time taken by risk-
averse (proactive) (β = 1) and risk-tolerant (β = 5) users.
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Figure 6: Average recovered rewards for users with different human
factors.

analysis of AIRL performance both with and without the
inclusion of human factors. In scenarios where human factors
are not integrated into our AIRL framework, the model learns a
universal approach, disregarding individual differences among
users. This generalized, one-size-fits-all strategy fails to offer
customized models tailored to the unique characteristics of
different human operators in cybersecurity. For our experi-
ment, we randomly selected each element of the latent human
factors c = [ζ, β,α] from a uniform distribution between 0 and
1 and subsequently generated expert demonstrations based on
these factors. When mixing trajectories from diverse c values
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Figure 7: Comparison of the average recovered reward between the
proposed method and the baseline IRL policy oblivious to human
factors.

without disclosing them to the AIRL model, a generalized
policy is learned. However, by incorporating human factors
and making them visible alongside expert demonstrations,
we can facilitate personalized IRL for distinct groups of
defense users, thereby achieving more targeted and effective
performance.

Fig. 6 shows the convergence of our AIRL model con-
ditioned on different human factors c1, c2, and c3 with a
comparison with the old model that is oblivious to the human
factor c. The colored curves corresponding to different types
of humans converge to different recovered rewards quickly.
However, the grey line, which does not take the human factor
into account, converges slowly. The graph shows that including
the human factor information helps to develop a personalized
model and makes inverse reinforcement learning faster.

To provide a detailed comparison of the rewards obtained
under different human factor settings after the Adversarial
Inverse Reinforcement Learning (AIRL) algorithm stabilizes,
we executed the training of AIRL over 1,000 epochs for
each scenario. Fig. 7 displays a bar chart depicting the
average reward ascertained through AIRL, with consideration
of human factor c, across the last 100 epochs, shown in
purple. For context, we juxtaposed this with the average
reward from expert demonstrations, highlighted in red, and the
average reward obtained by AIRL without considering human



factors, shown in green. Across various groups characterized
by human factors c1, c2, and c3, our approach more accurately
approximates the true reward compared to the previous method
that disregards human factor c. This indicates that incorpo-
rating human factor information significantly enhances our
model’s ability to perform inverse learning tailored to different
individuals.

The analysis presented in Fig. 4 highlights that the level of
expertise is the most significant human factor, leading to the
greatest variation in rewards. In Fig. 8, we explored the impact
of expertise to the recovered reward by varying the expertise
factor from 0.1 to 1 and fix the fatigue and risk factors to
different combinations, with other settings same as Fig. 6. The
findings reveal that rewards increase with the expertise factor,
although this growth diminishes at higher levels of expertise.
This suggests that the additional benefit of increasing expertise
diminishes when individuals are already highly skilled, with
rewards beyond a certain threshold. This observation under-
scores the importance of ensuring that all defense agents meet
a minimum level of expertise to maintain reliable defense
performance. Furthermore, the gaps between different curves
highlights the relative influence of various human factors. The
proximity of the orange curve to the default blue line showing
no fatigue and neutral risk-tolerant indicates that the fatigue
factor has a minimal impact. Conversely, the green curve’s
position above the baseline and the significant drop of the red
line below it confirm that individuals with a higher tolerance
for risk tend to secure higher rewards, aligning with common
expectations.

Figure 8: Average recovered rewards for users with different exper-
tise levels.

V. CONCLUSIONS AND FUTURE WORK

This paper introduces an adversarial inverse reinforcement
learning approach to recover the user policy in IoT systems
and wireless cyber defense. The variation in user behavior
is considered by introducing three human factors: expertise,
fatigue, and risk tolerance. These factors are mathematically
modeled in terms of the user reward function in the rein-
forcement learning context. The proposed method takes data
from users with different characteristics (human factors) into
account and learns policies specifically tailored to specific

users (i.e., users with specific human factors). The proposed
method enhances the accurate understanding/prediction of user
behavior, helping to design AI security solutions to provide the
best user support in cyberspace. Our method has been tested on
the CAGE2 environment. The numerical results demonstrate
significant variations in the behaviors of users with different
human factors and the importance of learning user-specific
policies to predict user behavior. The future work consists
of modeling the decoy behavior of the attacker and finding
sophisticated strategies by the attacker in terms of Markov
games.
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