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This Bill makes valuable necessary improvements to Maryland’s current approach to election
cybersecurity. We support it.
In September last year, we testified at a joint hearing on cybersecurity of the House Ways and
Means Committee and the Senate Education, Health and Environmental Affairs Committee. We
spoke then of the need to protect online databases and election services, and consider this
Bill’s notification requirementsof the election administrator and internet service
providersto be a step in the right direction.
We would like to add that, while these changes are necessary for election security, they are not
sufficient. Particularly since the Mueller indictment of 16 February1, the use of “information
that is not generally available to the public but is readily available to the applicant” is not
sufficient as a means of preventing voter impersonation 2. While such information is better than
voter address, it is not a member of the general public that we are primarily worried will
impersonate the voter. We are up against an entity with great technical skill, deep pockets,
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U.S. v. Internet Research Agency, et al (1:18-cr-32, District of Columbia), 16 February, 2018.
https://www.justice.gov/file/1035477/download
2
“In or around 2016, Defendants and their co-conspirators also used, possessed, and transferred, without lawful
authority, the social security numbers and dates of birth of real U.S. persons without those persons' knowledge or
consent. Using these means of identification, Defendants and their co-conspirators opened accounts at PayPal, a
digital payment service provider; created false means of identification, including fake driver's licenses; and posted
on ORGANIZATION-controlled social media accounts using the identities of these U.S. victims. Defendants and their
co-conspirators also obtained, and attempted to obtain, false identification documents to use as proof of identity
in connection with maintaining accounts and purchasing advertisements on social media sites”, page 16, para 41,
ibid.

hundreds of employees and a commitment to interfering in US elections 3. The bad actors in
cybersecurity can no longer be resisted by simply hardening the security of servers or using
social security numbers for credentials.
The only approach available to us is to limit our use of entirely virtual transactions which are
easy to fake. The addition of physical parts to the transactionssuch as physical delivery of
unfilled ballotsmakes faking them considerably harder. Incorporating physical components
into the voting process also makes it far more difficult for attackers to conduct large-scale
attacks. It is far easier to give the appearance of thousands of computers requesting virtual
ballots than it is to receive mail at thousands of physical addresses.
We also support this Bill’s requirement of clear notifications to the voter of the integrity risks of
online ballot delivery because the returned ballot will be duplicated manually once it is received
by the local boards, and of the privacy risks of online ballot marking tools because computer
viruses on the voter’s machine can determine how the voter voted, whether the computer is
connected to the internet at that time or not.
We urge you to pass this Bill.
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“Defendants and their co-conspirators also registered and controlled hundreds of web-based email accounts
hosted by U.S. email providers under false names so as to appear to be U.S. persons and groups”, pg 16, para 40,
ibid. “The ORGANIZATION [Internet Research Agency] employed hundreds of individuals for its online operations,
ranging from creators of fictitious personas to technical and administrative support. The ORGANIZATION’s annual
budget totaled the equivalent of millions of U.S. dollars”, page 5, para 10(a), ibid.
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