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VWhat We Know

* Technology

— Fabulous research going on In tech
development

« Management Practices

— This is where it all comes together
» Resource allocation
« System integration plans

 What works?
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The Biggest Problems

* Are also the biggest challenges




Research in INFOSEC

* Product development
— Cryptography — nearly 4,000 years

— Privacy
— Authentication
* |ntegrity
— Recent efforts
» Malicious code detection and evaluation

» Barrier technologies
— Access control
— Firewalls
— Smart cards
— Biometrics
*”@- ) « |ntrusion detections systems

» Vulnerability analysis systems
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Research in INFOSEC

» Mathematical Models in INFOSEC
— Bell-LaPadula
— Graham-Denning
— Harrison-Ruzzo-Ullman
— Biba
— Clark-Wilson
* Trustedness models
— Orange Book and Rainbow series
— [TSEC
— Common criteria

@ — I1SO 17799
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Serious Shortfalls

o Situational awareness
— |s it an attack?
— By whom?
 Resource allocation

— Probabillistic risk assessment

— Operations research
» Stochastic programming

— Business continuity and crisis management

— Knowledge management
» Security v reliability
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Common Assumptions

» |nside attacks pose a greater threat than
outside attacks

— If true, we're going about security backwards
— But is it true?
» |Lack of security is the vendors’ fault

— Security is a product of implementation and
environment

— Vendors don’t supply the environment

S
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Common Assumptions

* \We can automate security
— Security is a function of trust
— How can you quantify trust?
— Policies evolve, so automated security must
evolve
« Certification of security experts will improve
the state of security

— Certification by whom, and how, and for what
purpose?

— Testing does not demonstrate performance
proficiency; it tests cognitive knowledge
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Common Assumptions

» \We must teach security to everyone,
iIncluding users

— Home users of PCs?
— Managers?
» \We can achieve complete security
— Different definitions?
— Different institutional goals?
— Different environments interoperating?
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The Practice of InfoSec

» According to surveys taken over past
decade:
— About half have security policies
— About half have experienced security breaches
— About 12 % have been hacked
— About half have had problems with insiders

— Of those with $% loss, only 37% can quantify
amount

— Viruses, theft, and component failure are big
CONCEerns

— About half have business continuity plans

S
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Policies

One Standard
Deviation
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Security Breaches

Small businesses are
equally likely to have
experienced a security breach
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Financial Losses

* EXxperienced financial loss?
— 82 % reported losses for one survey (PWC98)

— Quantification of losses varies
- From 31% (CSI99) to 48 % (CSI97)

« Small businesses much less likely to lose
money
— 9%

120000

when it happens
— 73.7 %
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Outsiders

One Standard
Deviation
[
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Small businesses are
much less likely to have
had outsiders break in
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Insiders

Small businesses are
much less likely to have
experienced insider problems
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Concerns

53% of small businesses 36.1 % think that
think viruses are of power failure is of
extreme of high concern extreme or high concern
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Concerns -- Overall Ranking

B Extremely E High Moderate Low Not Concerned ==e==Average Score\] 3.60 Viruses

5 | 3.33 Data Availability

200 =
3.30 Data Integrity

3.23 Transaction Integrity

3.22 Software Problems

3.04 Power Failure

2.98 Data Secrecy

e

2.71 User Errors

2.69 Data Theft

2.67 Data Sabotage

2.67 Outsider Access Abuse

2.52 Natural Disaster

2.49 Fraud

1.90 Insider Access Abuse
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Business Continuity Plans

Management Tools Counts Percentages

Data Recovery Procedures 39.7%
Information Security Policy 30.6%
Computer Use & Misuse Policy
Information Security Procedures .
|_|Business ContinuityPlan | | 21.5%| 78.5%] |
Proprietary Data Use & Misuse Policy 18.2%
Communications Use & Misuse Policy 29
Information Sensitivity Levels or Coding
Computer Emergency Response Plan
Data Destruction Procedures
. Computer Emergency Response Team
Media Destruction Procedures 14 195 6.7% 93.3%
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Technology Use
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Problems

» EXisting research is imprecise and limited
iIn applicability
* There are a few surprises

— Little relationship between experiences,
resource allocation

— What does occur seems to be a matter of
advertising, buzz, and fad rather than a
reasoned approach to security

More research Is needed to understand
causal relationships
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