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Abstract—A common vulnerability of wireless networks, in
particular, the mobile ad hoc network (MANET), is their sus-
ceptibility to node compromise/physical capture attacks since
the wireless devices are often not protected by tamper-resistant
hardware due to small form factors and low cost, and can
be easily stolen/lost or temporarily controlled by unauthorized
entities due to their harsh working environments. A serious
consequence of the device capture attack is the node replication
attacks in which adversaries deploy a large number of replicas
of the compromised/captured nodes throughout the network.
Replicated nodes have all legitimate security credentials and
therefore can launch various insider attacks, or even take over
the network easily. They are indeed ‘“‘attack multipliers” and
therefore are extremely destructive to the network.

Detecting replication attacks is a nontrivial problem in
MANETs due to the challenges resulted from node mobility,
cloned/compromised node collusion, and the large number and
wide spread of the replicas. Existing approaches either fail in
mobile environments due to the limitations caused by local views
or their dependence on invariant claims such as location and
neighbor list, or are constrained by the number, distribution, and
colluding activities of the replicas. In this paper, we propose two
replication detection schemes (TDD and SDD) to tackle all these
challenges from both the time domain and the space domain.
Our theoretical analysis indicates that TDD and SDD provide
high detection accuracy and excellent resilience against smart and
colluding replicas, have no restriction on the number and distri-
bution of replicas, and incur low communication/computation
overhead. To our best knowledge, TDD and SDD are the
only approaches that support mobile networks while place no
restrictions on the number and distribution of the cloned frauds
and on whether the replicas collude or not.

Keywords: mobile ad hoc networks (MANETS), node
replication attacks, clone attacks, insider attacks

I. INTRODUCTION

A recent study [1] on vulnerabilities and attacks in mo-
bile ad hoc networks (MANETSs) has particularly addressed
the high possibility of node compromise/physical capture by
adversaries. A serious consequence of this security threat is
the launch of the node replication attack in which adver-
saries deploy the replicas of the compromised/captured nodes
throughout the network. Tamper-resistant hardware to protect
against device clones is both unrealistic and inadequate due to
the low cost, small form factor, and the limited resources in
MANET devices [1].

Replicated nodes may threaten the network functionalities
significantly. In MANETS, all the communication protocols
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heavily rely on message relay/forwarding. To mislead these
protocols, the replicas may collude with each other to selec-
tively block traffics in the network, jam the communication
channels, and launch wormhole attacks [2], [3] by creating
low latency and high bandwidth channels among different
locations. The replicas may also collude with each other to
defeat typical fault tolerant mechanisms.

Additionally, since the replicas have legitimate security
credentials (legitimate IDs, keys, etc.), they can access the
network and participate in the network operations in the same
way as a legitimate node does. This means that replicas can
trigger a large variety of insider attacks [4]-[9], or even take
over the network. In other words, replicas are indeed “attack
multipliers” and therefore are extremely destructive. Thus it
is imperative to provide effective and efficient solutions for
replica detection in MANETS to limit their damage.

A. Inadequacy of Current Solutions

Detecting node replication attacks in MANETSs must handle
the challenges caused by node mobility, cloned/compromised
node collusion, and the large number and wide spread of the
replicas. Existing approaches either fail due to node mobility
[10]-[15] and/or the limited view on the whole network by
the detectors [4], [9], [16], [17], or have limited ability for
detecting smart replicas due to node collusion [18], [19].

In [20], Shaw er al. proposed to store the unique device
fingerprint characterizing its signal transmission at the base
station, and thus the replicas can be detected accordingly.
A similar procedure has been employed by cellular network
operators to prevent phone cloning fraud. However, in multi-
hop mobile environments, it is almost impossible for base
stations to track the signal characteristics of nodes multiple-
hop away. While in localized voting/misbehavior detection
schemes [4], [16], [17], [21], nodes only have their local
observations and thus lack the ability to detect distributed
replicas that may appear anywhere in the network.

To our best knowledge, the first non-naive distributed node
replication detection scheme is due to Parno et al. [10], which
proposed the randomized multicast (RM) and the line-selected
multicast (LSM) schemes to detect replicas in stationary sensor
networks. In these approaches, each node reports its location
claims to its witness nodes that can be selected either randomly
or from a routing path. A witness node having received
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conflicting reports of a sensor reports the node replication
attack. Conti et al. [13] further improved the detection ac-
curacy and robustness of the RM scheme by deterministically
selecting the witness nodes at each round based on a random
number generated from a seed that varies randomly from round
to round. In [12], location claims were stored at all nodes
(witnesses) within a single cell or multiple cells determined
based on a probabilistic function.

A centralized detection scheme was proposed by Choi et
al. [11] for stationary sensor networks, where the network is
divided into exclusive subregions organized hierarchically (e.g.
quad tree). Each subregion enumerates a header node that is
in charge of reporting the list of members in the subregion.
All headers form a hierarchical tree along which the member
lists of all subregions are reported to the base station. When
uniting the member lists reported by the children nodes, a
header checks the intersection of the two reports and any non-
empty intersection indicates the existence of cloned sensors.
Xing et al. [14] proposed a hybrid approach, which detects
replicas either locally or at the base station. In this scheme,
each node computes a social fingerprint characterizing the
local neighborhood (neighbors) for each neighbor and itself.
The fingerprint of a node may be piggybacked to the base
station. The neighboring nodes and the base station perform
replica detection by using the property that fingerprints of
replicas conflict each other. A different approach was adopted
by Brooks ef al. [15], which proposed a centralized detection
method in which the base station collects the random (master)
key usage statistics' from the network and detects replica
attacks at frequency domain, i.e., if a key is used too often,
the base station reports a replica attack. This approach heavily
relies on the underlying basic random key establishment
scheme [22], in which a random key ring is preloaded to each
node and two neighboring nodes establish a shared key if their
key rings have at least one key in common. The effectiveness
of this approach is based on the following assumption: the
number of node pairs that select the same random key is
independent and identically distributed.

We claim that none of the approaches mentioned above is
capable of detecting replica attacks in mobile environments.
If the approaches in [?], [10]-[13] are applied in MANETS,
the location-related claims of a node (e.g., locations, neighbor
lists, social fingerprints, etc.) will change when node moves,
and thus not only the replicas but also the benign nodes will
generate contradictory location related claims in the network,
which nullifies the capability of these approaches in detecting
replica attacks. Similarly, if the scheme in [15] is applied in
MANETs, the key usage in the network is not necessarily
identically distributed due to node mobility.

In addition, all the centralized approaches and distributed
approaches mentioned above [10]-[15] may fail to de-
tect replica attacks if there are enough number of repli-
cas/compromised nodes colluding with each other in the

"Here key usage refers to the number of times a key is used to set up
connections between neighboring nodes, i.e., the number of times a key is
used for authentication, not for message encryption/decryptioin.

network. For example, the replicas/compromised nodes may
block certain reports to witness nodes and thus prevent
themselves from being detected. In other words, these ap-
proaches detect replicas by assuming a limited number of
replicas/compromised nodes in the network. However, this
assumption is not necessarily true: even if an adversary can
compromise only a limited amount of nodes, it can deploy
unlimited number of replicas in the network and thus take over
the network and manipulate/block selected network traffics to
avoid being detected.

There have been two recent studies for replica attack detec-
tion in mobile environments [18] [19]. Yu et al. [18] proposed
a localized solution termed as XED, in which each node
remembers the latest random numbers it has exchanged with
the nodes it meets. When two nodes meet again, they check
with each other the random number they have exchanged last
time. If the random number does not match the one in their
memories, they report the detection of a replica. This scheme
has no limitation on the number of replicas/compromised
nodes in the network and incurs extremely low computa-
tion/communication overhead. However, it may easily lose
its power to detect replicas if the replicas collude with each
other to synchronize their random number to respond to
the benign nodes. In [19], Ho et al. proposed a centralized
solution, in which the base station collects location claims
from the network to compute the node speed and launches the
sequential probability ratio test (SPRT) to detect replicas. If
the measured speed of a node is beyond the system-configured
maximum speed, there likely exists a replica attack in the
network. If the abnormal speed measurements of an identity
appear multiple times within a certain duration, SPRT reports
a node replication attack on that identity. A drawback of SPRT
is its lacks of the ability to detect collusive replicas, e.g., the
replicas may collude with each other to block selected traffics
to the base station, or they could schedule their movements
and the time slots to be silent such that their measured speeds
never exceed the system-configured maximum speed.

As discussed above, the existent approaches can not handle
all the challenges faced by replication attacks in mobile
networks. They may not be applicable when compromised
and cloned nodes collude, or when there exist a large num-
ber of replicas distributed in a wide range. Our approach
is superior in that a high detection accuracy and excellent
resilience against collusive replicas can be achieved at the
cost of a relatively low communication/computation overhead.
Furthermore, our scheme has no restriction on the number and
distribution of the replicas/compromised nodes.

B. Our Contributions

In this paper, we propose to detect node replication attacks
at time domain (TDD) and space domain (SDD) in MANETS.
In our approach, a cryptographic one-way hash function is
utilized to force replicas to keep on generating paradoxes
whose detection reveals the existence of replica attacks in the
network. Comparing with the related literature summarized in



This full text paper was peer reviewed at the direction of IEEE Communications Society subject matter experts for publication in the IEEE INFOCOM 2010 proceedings

This paper was presented as part of the main Technical Program at IEEE INFOCOM 2010.

Section I-A, we have identified the following unique contri-
butions of this paper.

e Our schemes have the power to force the replicas in
MANETSs to keep on generating paradoxes along their
movements and when they communicate. By looking up
these paradoxes, our schemes can detect the replicas at a
very high accuracy.

o Our schemes provide excellent resilience against collusive
replicas/compromised nodes and have no limitation on the
number and distribution of replicas/compromised nodes,
both of which are significant improvements compared to
the previous attempts [10]-[15], [18], [19].

o Our schemes explore the simple one-way hash function
for replica attack detection, which results in low compu-
tation overhead.

e Our SDD scheme is a purely localized scheme that
produces low communication overhead.

e Our schemes make no assumption on the underlying
mobility model. Therefore they are applicable to a wide
range of mobile networks.

C. Organization of the Paper

The rest of the paper is organized as follows. In Section
II, we introduce the network and the security models. In
Section III, we detail TDD and SDD, the two novel repli-
cation detection schemes, and their underlying rationales. The
security analysis and performance evaluation are reported in
Section IV. Section V summarizes the work and concludes the

paper.
II. MODELS, ASSUMPTIONS AND NOTATIONS
A. Network Model

We consider a mobile ad hoc network comprised of N
nodes, with each having the minimum and maximum com-
munication ranges of R,,;, and R,.., respectively. Be-
fore deployment, each node v is preassigned with a unique
identity and a pair of public and private keys?. u is also
preloaded with a public one-way hash function F' and a
private unique seed, based on which u can generate a one-
way hash chain (called challenge chain thereafter)® denoted
by ch{,chy,chy,...,chi,chi ..., where chi = F(chj_;).
Besides, every node v in the network is preloaded with u’s
challenge ch{.

We also assume that each node stores a public location
generation function Hj,. and a public time generation function
Hiime, wWhere Hyo.(u,t) computes a location in the network
given a node id v and a time ¢, and Hy;p,e (u, ch, T;) computes
a time moment in the time interval 7; given an id u, a
challenge ch, and a time interval T;. In our study, Hj,.(u,t)
is a simple hash function mapping the node u at time ¢ to a
random location in the network. To compute ¢ = Hyjpe(u,

2Recent works [23], [24] indicate that public key algorithms are practical
for low-cost hardware.

3Because of the one-way property of the hash function F, given chi in
the challenge chain, anyone can compute all the previous challenges ch}‘l,
0 < j1 < i, but no one can compute any latter challenge ch;fZ, i+ 1< 92,

ch, T;), we first divide T; into N time epochs of equal length,
ie., t;,,ti,, -, iy - Suppose each identity u corresponds to an
integer j; in [1, N], we then use the challenge ch as the seed
to map j; to an integer j> in [1, N]. Finally, we set t =t .

After deployment, each node in the network may exercise
different mobility models upon needs and vary its speed be-
tween 0 and Speed,,, ... In our model, we further assume that
every node is able to obtain its location information and verify
the locations of its neighbors via GPS [25] or other positioning
schemes such as those proposed in [26]-[32]. Furthermore, we
assume that the clocks of all nodes are loosely synchronized
[33]-[35]. In particular, we use tq,to,---,t;,---,t;,--- tO
represent the time instants in the network, where ¢; < ¢; given
i<j,i,j€ZT.

B. Security Model

For simplicity, we assume that there exists a trusted node
TN (e.g., base station) that is sufficiently powerful to defend
itself against all kinds of security threats. This 7'V is used by
our time-domain detection scheme (TDD) only.

In accordance with the existent work, we assume that the
compromise or capture of a node releases all its security
information to the attacker. An adversary that has captured a
node u can deploy replicas of u anywhere in the network.
Note that the replicas own all the legitimate information
of the compromised node (e.g. ID, keys, code, etc.). Thus
they can easily participate in network operations in the same
way as a legitimate node does, and therefore launch various
internal attacks afterward. For example, a replica can fabricate
messages to mislead the decision makers, or keep injecting
bogus data to cause network outage.

In addition, we assume the replicas under the control of
the adversary have the ability to simultaneously communicate
and collaborate with each other; they are smart and rational,
and thus may attempt to avoid detection by colluding with
each other or being silent at selected time period. Under this
assumption, all existing approaches lack the ability to detect
certain types of node replication attacks in MANETS.

III. DETECTION PROTOCOLS AGAINST NODE
REPLICATION ATTACKS

In this section, we will tackle the problem of detecting node
replication attacks from both the time domain and the space
domain. Correspondingly, we will detail the Time-Domain
Detection (TDD) scheme and the Space-Domain Detection
(SDD) scheme. To proceed, we need to introduce our local
information exchange protocol first, which serves as the basis
for both TDD and SDD.

A. Local Information Exchange

Whenever two nodes u and v meet each other, they ex-
change the following authenticated messages:

Message,—., : (ul o]|t"||ioc"||ch¥||Sig"),

Message, .., : (vllul|t"[[loc”||ch?]|Sig"),
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where ¢ and [oc represent the time and the location at which
they meet each other, ch}' (ch}’) represents u’s (v’s) challenge
whose index is the smallest among all unissued challenges in
u’s (v’s) challenge chain, and Sig" (Sig") is the signature
signed by u (v) with u’s (v’s) public key for Message, .,
(Messagey—y,)-

After the exchange process, u and v remove ch; and chf
from their challenge chains, respectively. The challenge with
the smallest index among all unissued challenges in w’s (v’s)
challenge chain is then chi,; (chj ).

The nodes v1, vo, - - - that have exchanged information with
u during a fixed past time duration 2D are the witness nodes
of u, where the setting of D will be clearly explained in
Section IV. To store the information that u receives from these
witness nodes, © maintains a table, as shown in Table I.

The nodes V1 v2
u has met
The (t;}ll , locgl1 , Ch;')ll , Sigfll ) (t}}f , loczl2 , ch}jf R Sigq-)f)
infom;ation II:IIQ (tj22 , locj22 , chj§ R Sigjj)
u has
recorded

TABLE I
THE TABLE OF ©w WHICH RECORDS THE INFORMATION THAT u HAS
RECEIVED FROM THE NODES IT HAS ENCOUNTERED WITHIN THE PAST
TIME DURATION 2D.

In order to force every node to faithfully follow the infor-

mation exchange process, we apply the following strategies:

« Every node periodically beacons its neighborhood infor-
mation to its neighbors, and thus every node has the
knowledge of the nodes within its two-hop distance.

e Once u is leaving from v’s communication range, e.g.,
v does not receive u’s beacon at the expected time, v
broadcasts the most recently heard challenge of u to its
neighbors so that the nodes around u always have the
most recently released challenge of w.

o All nodes within the one-hop neighborhood of u at time
t, denoted by N (u,t), monitor v (e.g., watchdog [36])
to ensure that the challenges of u they have recently
heard from the air preserve the order in u’s challenge
chain. Specifically, they should not only preserve one-way
property but also are close to each other in u’s challenge
chain. This challenge check could be done by merely
performing hash function operations.

Given the above strategies, a node u:

« cannot appear as v’s one-hop neighbor without being v’s
two-hop neighbor first, and can’t disappear from v’s one-
hop neighborhood without being v’s two-hop neighbor,
unless the network is sufficiently sparse;

e has to launch the information exchange process with
every node v it meets because otherwise a node around
u that has the knowledge of u’s neighborhood and is
expecting to hear this information exchange process in
the air, may detect v’s abnormal silence;

« cannot manipulate its challenges because the challenges
that u issues and the order of their issuance is monitored

and checked by u’sneighbors: (i) u cannot issue duplicate
challenges since each challenge in w’s challenge chain is
unique; (ii) newly issued challenges must preserve the
one-way property, i.e., they can be used to derive the
ones issued earlier but cannot be the other way; and (iii)
u cannot skip a challenge in its challenge chain if it is
continuously monitored by its neighbors.

Remark: This local information exchange protocol prevents
compromised nodes and their clones from colluding to syn-
chronize the bindings of time, location, and challenge since
neighboring nodes can easily detect a node reporting wrong
time and location information.

B. The Underlying Rationales of Our Approach

The local information exchange protocol implies the follow-
ing facts:

Fact 3.1: At any specific time, the location presence and
the challenge presence of an identity in the network should be
unique.

Fact 3.2: The location presence and the challenge presence
of an identity should be in consecutive order along the locus
and the time coordinates.

Given the following two messages that v and w have
received from u,

(ulfo] £ |[Loci||chi;

Sig;'),
(ul[wl[t}[[loc}|[chy, ||Sigy ),

according to Fact 3.1 and Fact 3.2, the information in these
two messages must satisfy the following lemmas. Violating
any of them indicates a node replication attack on identity w.

Lemma 3.1: The ordinal order of chj and ch}gj in u’s
challenge chain must be the same as that of ¢; and ¢;, namely

k; < kj, if and only if t; <t;. @))

Besides, if v # w, ch%i #* ch};j
Proof: The lemma holds according to Fact 3.1 and
Fact 3.2. u
Lemma 3.2: The linear distance between loc;' and locy
must be less than or equal to the maximum possible distance

u can traverse during the time interval |t; — t;|, namely
[|lloc} — ZOC}LH < Speedmaz X [tj — ti]. 2)
Proof: This lemma holds trivially. |

Lemma 3.3: The number of nodes that u meets between ¢;
and ¢; should be less than or equal to the maximum possible
number of nodes it can meet during the time interval |t; —;|.
For example,

ki — k| < (Speedmaz X |tj — ti| X 2Rpmaw + TR2,00)

max

x(p+30), 3)

holds with a probability at least 99% if the node density
satisfies N'(p, o) with the mean p and the standard derivation
o.

Proof: The lemma holds trivially. |
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C. TDD: Time-Domain Detection

In this section, we present our TDD scheme, a distributed
mechanism to detect node replication attacks in MANETS. In
our consideration, every node has the responsibility to take
part in the detection procedure.

Algorithm 1 TDD Check on Identity « at Time Interval T}

Input: u, chi ™, Ty
Qutput: the check result of identity u: 1 =node replication attack
detected, 0 =normal, N/A=not available.

1: function TDD(u, chf ™, Ty)

2: V v in the network, where v # u, v computes

3: t «— Hiime(u, chi™ Th_1) > Compute a time ¢ for w.
4:

5

if v did meet w at around time ¢ (t £ A) then
Destination «— Hjoc(u,t) > Compute the location
where to send the report.
Destination <= Messagey—||sig” > Messagey—nv,
sent from u to v at time ¢ = A, is sent to location
Hioe(u,t) along with v’s signature.

23

7 else

8: Return N/A > v stops the reporting procedure on w.
9: end if

0: According to Lemma 3.1-3.3,

1 if all Message,—. received at the location Hioc(u,t) are

consistent with each other then

12: Return 0
13: else

14: Return 1
15: end if

16: end function

The basic idea of TDD is sketched as follows: Let
chEN chIN chIN, ... chIN ... denote the challenge chain
of the trusted node T'N. We divide time into equal-length
intervals Ty, Ty, 15, - - -, Tk, - - -, and associate the time interval
T}, with the challenge ch] ™. At the beginning of each time
interval T}, TN broadcasts the challenge ch] ™ to every node
v in the network. Based on the one-way property of the
hash chain, v can easily verify the authenticity of chl™ by
using any of the previously verified challenge or the preloaded
chi™.

Once receiving c , v computes a time t € Tj_; for
each node u in the network using the time generation function
Hiyipme taking the identity u, the challenge cth ,and Tj_q as
inputs:

TN
hk

t = Hyime(u,chi™N  T_1),t € Ty

If u and v did meet each other at a time interval t+/\, where A
is a system-defined parameter whose setting will be analyzed
in Section IV, v reports the information that it has obtained
from w during ¢ + A to the location Hj,.(u,t). Otherwise v
stops its reporting procedure on wu.

At the location Hj,.(u,t), the node closest to Hj,.(u,t)
is responsible for receiving these reports and launching a
check on them. Messages from different reporters should have
consistent location and challenge claims on u according to the
lemmas elaborated in Section III-B. Any violation of these
rules signals a node replication attack on identity w.

Note that ¢ € Ty_1, but the computation of ¢ and the
reporting procedure is deferred to the time interval T}. With
this postponed reporting strategy, we can see that

1) the time ¢ € Tj_; can not be determined before
the trusted node T'N releases the challenge chi® at
the next time interval T}. According to the one-way
property of T'N’s challenge chain, during time interval
T)—1, no one can determine the time ¢, the reporters,
and the destination of the reports, therefore effectively
preventing colluding clones from escaping detection.

2) when launching the postponed reporting procedure, the
reporters of u may have moved to anywhere in the
network. Namely the reports are sent from various places
in the network, which may greatly increase the cost for
the replicas/attackers to stop from being reported.

Remark: The parameter A affects the timely detection of
replica attacks. A too small value will delay the detection while
a too large value will increase the communication overhead.
In Section IV, we will study the impact of this parameter on
the performance of TDD and provide a proper setting to A in
Section IV.
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Fig. 1. (a) There are two nodes u and u, using the same identity u in the
network. Nodes v1,va, ..., vg are the witnesses that encounter either u or u,
at the time interval ¢t + A, where ¢t € T _1. (b) At the beginning of the time
interval Ty, v1,v2, ..., vg report to location Hj,.(u,t) the information that
they have received from wu at time ¢ + A.

Example: Given u and its replica w,, as shown in Fig.1(a),
the appearance of identity « in the network at time ¢ € Tj_;
is not unique. According to Fact 3.1 and Lemma 3.2, this
could be taken as an indicator of node replication attacks.
Suppose v1, v, ..., vg are the witness nodes that met u or u,
at the time interval ¢t £ A. At T}, we let v1,vs, ..., vg report
to location H,.(u,t) the information they have received from
u at the time t € Tj_1, as shown in Fig.1(b). At location
Hioo(u,t), messages reported from different reporters v; will
exhibit inconsistent location claims of w, which indicates a
node replication attack on identity wu.
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D. SDD: Space-Domain Detection

In this section, we present our localized SDD scheme
for detecting node replication attacks. This detection scheme
consists of two phases: the local check phase and the local
witness check phase.

1) Local Check: The basic idea of the local check pro-
cedure is sketched as follows. When two nodes v and
u meet each other, they exchange information according
to the local information exchange protocol elaborated in
Section III-A. After v receives from u Message,—
(ul[v|[t}||loci||chi ||Sigy'), v first verifies the authenticity of
this message by the public key of w. If the message fails to
pass the authenticity check, v reports an external attack on
u (namely the message is faked). Otherwise, v records this
message in its table table,, as shown in Table I, and check
whether the newly received information of w is consistent
with the information it has recorded for w in table,. If
Message, ., violates any of the lemmas in Section III-B,
there must be a node replication attack on identity u. This
procedure is detailed in Algorithm 2.

Algorithm 2 SDD-LC: Local Check on Identity «

Input: u, v, table,, Message.—. : (ul|v||t}||loc||chi, ||Sigi')
Output: SDD-LC(u), the check result of identity wu: 0 =normal,
1 =node replication attack detected, 2 =external attack, N/A=not
available.

I: function SDD-LC(u, wv, table,, Message,—
(ul o]t [[T0ct |chi. || Sig))
2: if Sig;' is valid then
3: table, « (ti'||loc||chi, ||Sigi') > v records
Messagey—, into 1ts table table,.
4: if Message,— is the only information v has recorded
for u then

5: Return N/A > The information that v has
recorded for u is insufficient to launch the local
check on u.

6: else

7: According to Lemma 3.1-3.3

8: if Message,—. is consistent with all the previous
messages v has recorded in its table for u then

9: Return 0

10: else

11: Return 1

12: end if

13: end if

14: else

15: Return 2

16: end if

17: end function

2) Local Witness Check: The local witness check procedure
is based on the following observation. Given a node u and its
replica u,, v and u, inevitably generate information contra-
dicting Fact 3.1 and Fact 3.2 in the network. This information
may be recorded by the witness nodes of v and w, during the
information exchange process stated in Section III-A. Once
the witness nodes meet each other and exchange their recorded
information about identity u, they may find the contradictory
information breaking the lemmas in Section III-B. Thus the

node replication attack on identity u can be detected.

This procedure is detailed in Algorithm 3. Note that we
require any two witness nodes v; and wvo randomly pick d
nodes to check and exchange their recorded information about
these d nodes when they meet, for the purpose of conserving
communication resources. Of course v; and vy could exchange
their tables such that node replica attacks can be detected at
an earlier time.

Remark: SDD can successfully detect colluding replicas of
identity v when benign witness nodes v and w place a
check on u since the bindings of time, location, and the
corresponding released challenge among all colluding nodes
can not be synchronized due to the local information exchange
protocol proposed in Section III-A.

Algorithm 3 SDD-LWC: Local Witness Check on Identity u

Input: witness nodes v1, vz, and their tables table,, , table,.,
Output: SDD-LWC(u), the check result of identity u: 0 =normal,
1 =node replication attack detected, N/A=not available.

1: function SDD-LWC(v1,v2, table,, , table,,)

2 v1 and v2 randomly pick d nodes to check

3: if v is picked then

4: if (tabley, (u) # 0 and table,,(u) # 0) then > The
records that v; and v have recorded for u, denoted
by tabley, (u) and table,, (u), respectively, are not

empty.

5: v1 « tabley, (u) > vz sends the information it has
recorded for u to v;.

6: vy «— tabley, (u) > vy sends the information it has
recorded for u to va.

7: According to Lemma 3.1-3.3

8: if the information in table,, (u) and tabley, (u) are
consistent with each other then

9: Return 0

10: else

11: Return 1

12: end if

13: else

14: Return N/A > The information that v; and v2
have recorded for w is insufficient to launch the
local witness check.

15: end if

16: else

17: Return N/A > w is not picked by v and vz to launch

the local witness check.
18: end if
19: end function

Example: As shown in Fig.2(a), u and u, have different locus
caused by mobility. Assume u meets more number of nodes
than u, does. Therefore, at time ¢; the challenge issued by u
has a larger index in u’s challenge chain, while at time ¢; the
challenge issued by u, has a smaller index in the challenge
chain, where ¢; < t;. Suppose v; (vz) is a witness node of
u (u,), where v1 receives ch“ from w at time ¢;, vy receives
ch“ from u, at time ;. When vy and v, meet each other, as
shown in Fig.2(b), they pick w to launch the SDD-LWC check.
Note that the information ({;,chy;,) and (t;,chj ) contradict
with Lemma 3.1, which indicates a node replication attack on
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(a) v1 meets u at t;, vo meets u, at t;

_________ The locus of u

.............

The locus of u,

time t,

(b) At time %, v; and v, meet each other

Fig. 2. Nodes v; and v perform SDD-LWC check on identity w.

identity u.
IV. ANALYSIS
A. Security Analysis
Our TDD and SDD schemes are based on the detection
of the paradoxes a node w and its replicas generate in the
network. In the following, we first argue that u and its replicas
keep on generating challenge paradoxes when they move and

communicate. Based on this observation, we then perform
analysis on the detection accuracies of TDD and SDD.

Case 1 Case 2 Case 3
chy, &
u e @
chyy
ur ®
t o ot t+D time
Fig. 3. TIllustration of the proof of Theorem 4.1

1) Challenge Paradox: Suppose u issues chy att; and its
replica u, issues ¢ Zz at t;, where ¢; < t; and [t; —¢;| < D.
Denote the sets of challenges issued by u and w,. within [¢;,t;+
D and [t; D, t;] by Sp(ch*) = {chi  chit 1o chi .}
and Sp(ch"r) = {chyl_y,---,chy_,,ch;}, respectively.
Then a+1 and b+ 1 represent the numbers of nodes u and u,
met in [¢;,t; + D] and [t; — D, t;], respectively. Let At (At')
be the minimum amount of time for u (u,) to issue the a + 1
(b + 1) challenges in the network. Set A = max(At, At').

Theorem 4.1: Given u and its replica u, as defined above,
they always generate challenge paradoxes if [¢; —t;| < A.
Proof: We first prove that the claim holds if |t; —t;| < At.
Given u and its challenges {chj; ,chy ,;,---,chy | } is-
sued during [t;,t; + D], there are three different cases when
u, issues its challenge chj” at time ¢;, as shown in Fig. 3.

Case 1: ko < Kq.

Since chy” has a smaller index than chy; in u’s challenge
chain, chz; is supposed to be issued earlier than chj; . How-
ever, ch}:g is issued at a later time than chy . According
to Lemma 3.1, there must be a paradox between the two
challenges ch;” and chj . Here we call chy’ an outdated
challenge.

Case 2: k1 <ky <k;+a.

In this case chZ; € Sp(ch*). In other words, u and u,
issue a duplicate challenge within the time duration D.

However, every challenge in u’s challenge chain is unique
and cannot be issued twice according to the local information
exchange protocol in Section III-A. Namely the challenges
issued by w and u, cannot be the same within D. Therefore,
u and u, must generate a paradox within D that contradicts
Lemma 3.1.

Case 3: ks > k1 +a.

Based on the definition of A¢, we can see that u cannot
issue more than a + 1 challenges within At time. According
to our local information exchange protocol, the challenges in
Sp(ch®) issued by u have to be in consecutive order in u’s
challenge chain. Therefore the challenge with the maximum
index that u can issue during [t;,t; + At] is chy .

Since t; € (t;,t; + At], at time ¢; the index of the issued
challenge in u’s challenge chain cannot be larger than %k + a.
However, we have ks > ki + a. Therefore, v and u, must
generate a challenge paradox that contradicts Lemma 3.3.

A similar discussion holds for the case when [t; —t;| < At'.
Therefore, if |t; —t;| < A, no matter how w and w,. issue their
challenges, they always generate challenge paradoxes. |

Corollary 4.1: Given a sufficiently large* interval D, there
must exist paradox node pairs (v;,v;) when [t; —t;| < A.

According to our approaches proposed in Section III-C and
Section III-D, given u and its replica u,., the detection accuracy
of TDD depends on whether v and u,. generate a paradox node
pair during the time ¢ + A, while the detection accuracy of
SDD depends on whether a generated paradox node pair meet
each other within D and launch the SDD check on .

To facilitate our analysis, we let 6,,(t) denote the number of
nodes a node u meets at the time ¢ + A, and \;(¢), A2(¢), and
A3(t) denote the number of challenge paradoxes incurred by
u and w, in ¢t under Case 1, Case 2, and Case 3, respectively.
According to Theorem 4.1, we have,

A(t) = Aa(t) = 0u(t) ©)

4D is required to be sufficiently large to guarantee that [t; —ti] < A can
be easily satisfied since A is determined by a ad b, which are determined by
D.
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Ou,. (t5)) &)
t;€[t,t+At)

Therefore, A(t), the total number of challenge paradox node
pairs generated by u and w, at t = A is

A1(t) Case 1,
At) = ¢ Aoft) Case 2, (6)
As(t) Case 3.

2) Detection Accuracy of TDD: Given node u issuing a
challenge at time ¢ + A, under Case 1 and Case 2, if the
outdated or duplicated challenges are issued by u, within ¢ &
A, TDD can certainly reveal the paradoxes and detect the
replica attacks. If not, we expect that SDD detect these replica
attacks. In the following, we analyze the detection accuracy
of TDD under Case 3.

At each time interval T; of the trusted node T'N, the
probability that TDD detects a paradox is

Prpp(u,u,,T;) = min(A3(t), 1),

where ¢ € T;. Suppose the time duration D consists of K time
intervals, denoted by T;,,T;,, -, T;,, we have

K
Prpp(u,u,) = H (1= Prpp(u,u,, T3;))
where Prpp(u,u,) is the probablhty that TDD detects a
paradox generated by u and wu, within D.

If there are m replicas of u, the detection accuracy of TDD
will be

PTDD(U) = 1- H (1 _PTDD(Uj17Uj2))
1<j1,j2<m,j1#j2
10 - Prop(u,w)) (7)
i=1

Remark: Given u, its replica u,, and a sufficiently large
duration D, there always exist challenge paradoxes generated
by u and u, in t+ A. Therefore, our TDD scheme under Case
3 detects the replicas at 100% accuracy.

3) Detection Accuracy of SDD: Suppose v and w are a
paradox node pair of u. When v and w met each other within
D, they launch the SDD-LC check on u if u € {v,w}, or
randomly pick d identities from the other N — 2 nodes in the
network for the SDD-LWC check if u ¢ {v,w}. For the first
case, the probability p(u € {v,w}) that u is checked by SDD-
LCis 2 . For the second case, the probability that u is checked
by the SDD LWC procedure is p(u is selected, u ¢ {v,w}),
which can be computed by the conditional probability

p(u is selected, u ¢ {v,w})

= p(u is selected|u ¢ {v,w}) X p(u ¢ {v,w})
d N -2 d

SN2 N TN ®)

Therefore, the probability that u is checked by SDD is % +
d _ d+2
N N

Let a denote the probability that two nodes meet each other
within D. Then the probability p,, ., (u, u,) that the paradox
node pair (v,w) meet each other within D and launch the
SDD check on u becomes

d+2
P () = HEE2. ©

Let q denote the total number of paradox node pairs generated
by u and u, within D. According to Eq. (6), we have

q=>_ A1) (10)
teD
Then Eq. (9) and Eq. (10) yield
a
PSDD(U/’ ur) = 1- H(l _p(vi,wi)(u7u’r))7 (11)

i=1

where Pspp(u,u,) denotes the probability that SDD detects
a paradox generated by v and u, during D.
If there are m replicas of u, the detection accuracy of SDD

will be
11

PSDD(U) = 1-—
1<j1,2<m,j1#j2

(1 = Pspp(uj,,uj,))

m

10 = Pspo(u, u:)).

=1

12)

Remark: According to Theorem 4.1 and Corollary 4.1, given
a sufficiently large D, ¢, the number of paradox node pairs
generated by u and u,, could be large enough such that the
detection accuracy Pspp(u,u,) of SDD approaches to 100%.

B. Efficiency Analysis

In this section, we evaluate the performance of our detec-
tion schemes in terms of communication/storage/computation
overhead, and conduct a brief comparison study with the most
related work.

When checking identity u, TDD simply asks the witness
nodes to report to some location Hj,.(u,t) the messages re-
ceived from u during the time interval ¢+ A. Since the number
of nodes reporting to location Hj,.(u,t) can be characterized
by > i cran Ou(ti), the computation overhead of launching
TDD check on u is O(3_; ciun Oulti)). As Hioe(u,t) is a
random location in the network, the communication cost of
TDD is O(v/N). SDD-LC is a pure localized procedure that
incurs communication and computation overheads of O(1).
In SDD-LWC, d number of nodes are randomly selected for
paradox check and therefore the communication and computa-
tion overheads of SDD-LWC are O(d). The storage overhead
of TDD and SDD is determined by Table I created by the
local information exchange protocol. Since D is usually large,
in the worst case a node could meet all others nodes in the
network within 2D. Therefore, the storage overheads of TDD
and SDD are O(N).

A comparison study with XED [18] and SPRT [19], the
two existing replication detection schemes proposed for mobile
networks in literature, is reported in Table II. We conclude that
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Schemes Communication | Storage Computation
Cost Cost Cost

XED [18] O(1) O(N) O(1)

SPRT [19] O(V/N) o(1) 0o(1)

TDD O(VN) ON) | O ertn Oults))
SDD-LC O(1) O(N) O(1)
SDD-LWC O(d) O(N) O(d)
TABLE II

COMMUNICATION COST, STORAGE COST, AND COMPUTATION COST OF
DETECTING A REPLICA DURING A DETECTION PROCESS.

TDD and SDD maintain a comparable amount of communi-
cation/storage/computation overhead while achieving superior
performance in detection accuracy even when clones collude.

V. CONCLUSION AND FUTURE WORK

Previous node replication detection schemes depend primar-
ily on a stationary network model, and/or on the

assumption of limited replicas/compromised nodes without
collusion. To address these fundamental limitations, we pro-
vide a novel approach to detecting node replication attacks
in MANETs. Specifically, we propose two novel schemes,
Time-Domain Detection and Space-Domain Detection, based
on a one-way hash function. Our analysis indicates that these
schemes provide a high detection accuracy disregarding node
collusion and the number/distribution of replicas/compromised
nodes. Moreover, these schemes are naturally extensible to
other classes of mobile networks in which nodes can be
physically captured and replicated by adversaries. For future
work, we are going to perform further study on the overhead
analysis and the impact of the parameter settings on the
performance of the proposed schemes.
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