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Abstract—Body Area Networks (BANs) are expected to play
a major role in patient health monitoring in the near future.
Providing an efficient key agreement with the prosperities of plug-
n-play and transparency to support secure inter-sensor communi-
cations is critical especially during the stages of network initial-
ization and reconfiguration. In this paper, we present a novel key
agreement scheme termed Ordered-Physiological-Feature-based
Key Agreement (OPFKA), which allows two sensors belonging
to the same BAN to agree on a symmetric cryptographic key
generated from the overlapping physiological signal features,
thus avoiding the pre-distribution of keying materials among the
sensors embedded in the same human body. The secret features
computed from the same physiological signal at different parts
of the body by different sensors exhibit some overlap but they
are not completely identical. To overcome this challenge, we
detail a computationally efficient protocol to securely transfer
the secret features of one sensor to another such that two sensors
can easily identify the overlapping ones. This protocol possesses
many nice features such as the resistance against brute force
attacks. Experimental results indicate that OPFKA is secure,
efficient, and feasible. Compared with the state-of-the-art PSKA
protocol, OPFKA achieves a higher level of security at a lower
computational overhead.

Index Terms—Body Area Networks (BANs); secure inter-
sensor communications; Inter-Pulse-Interval (IPI); physiological
feature based key agreement.

I. INTRODUCTION

Body area networking is a promising technology for real-
time monitoring of physiological signals to support various
medical applications [1]. It is enabled by the rapid develop-
ment of wireless sensor networks and biomedical engineer-
ing techniques [2]–[6]. A typical body area network (BAN)
consists of a number of wearable and implanted sensors to
monitor the parameters of the human body and the surrounding
environments such that it can assist the human body by
providing life support, visual/audio feedback, etc [1].

Unlike conventional sensor networks, BANs deal with med-
ical information with a more stringent security and privacy
requirement. The sensitive nature of the collected data makes
a BAN the target for adversaries to explore; and that sensors
communicate wirelessly makes the BAN even more vulnera-
ble. The lack of adequate security protections may not only
lead to a breach of the patient’s privacy, but also give a chance

for the adversaries to threat the patient’s safety by modifying
the data from the BAN, which may result in wrong diagnosis
and treatments [7]. Since wireless communication is one of
the most vulnerable aspects of a BAN, securing inter-sensor
communications plays a critical role in securing the BAN.

BANs rely on cryptographic keys to perform authentication
and provide data confidentiality and integrity. Keys are usually
distributed to sensors by key distribution protocols, which typi-
cally require some form of keying information pre-deployment
[8]–[12]. However, with the increasing size of a BAN, tradi-
tional approaches involve a considerable latency during the
network initialization or any subsequent adjustment process
(e.g., phase deployment), owing to the needs for information
pre-deployment. We intend to provide an efficient security
scheme with the prosperities of plug-n-play and transparency.
That is, users can add, remove, and tune the sensors of a BAN
without reconfiguring the network but can still enjoy the ben-
efits of secure communications. Such characteristics can help
to minimize communication overhead during the initialization
process and thus reveal less personal identifiable information
of the patient. Some schemes have been proposed to meet these
needs. For instances, Plethysmogram [7] and PSKA [13] have
been presented to avoid keying information pre-deployment.
However, the security level of these techniques is not high
enough due to the limitation placed by the feature size and
the high complexity of computing chaff points, as analyzed
later in this paper.

We propose a security scheme termed Ordered-
Physiological-Feature-based Key Agreement (OPFKA) in
this paper. OPFKA employs secret features computed from
the physiological signal measured at different parts of
the human body to enable sensors agree on a symmetric
cryptographic key in an authenticated and plug-n-play
manner for securing the inter-sensor communications, i.e, no
initialization is required. OPFKA does not require any key
pre-distribution. It exploits the dynamic and complex nature
of the human body. OPFKA works as follows: 1) the features
generated by each sensor are ordered to form a feature vector
and only the sensor collecting the data knows the order of
the features; 2) the sender sends the secret features along
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with a large number of noisy data to the receiver; 3) the
receiver generates a key according to the common features,
and then returns the indexes of the matching features; and
4) the sender identifies the common features in its own
feature vector and computes the key accordingly. OPFKA
meets the design goals suggested by [14] for physiological
signals to be a basis for key agreement, namely, the keys
are long and random to prevent brute force attacks; they
are efficient in terms of computational, communication, and
storage overhead; and they possess the properties of time
variance and distinctiveness. The main contributions of the
paper are outlined as follows.

1) We propose OPFKA, a secure and efficient scheme for
an authenticated key agreement between two sensors in a
BAN. The scheme has the properties of transparency and
plug-n-play to easily support network reconfiguration
without sacrificing the already-achieved security.

2) We prove the reliability of OPFKA and analyze its
efficiency and feasibility. In particular, we focus on
the following security aspects: resistance against brute
force attacks, message exchange security, randomness,
distinctiveness, and time variance. We also discuss two
methods to process physiological signals.

3) We compare OPFKA with PSKA [13] in terms of the
security level, the resistance against brute force attacks,
and other aforementioned design goals, and our results
demonstrate the superiority of OPFKA over PSKA.

4) We estimate the performance of OPFKA in terms of the
computational, communication, and storage overhead.

The rest of the paper is organized as follows. Section II
overviews the related work. We present the system model in
Section III, and develop the main idea of OPFKA in Section
IV. Section V analyzes the security of OPFKA, and Section VI
presents the performance analysis, followed by the conclusion
drawn in Section VII.

II. RELATED WORK

Most pervious work on BAN security focused on issues
such as encryption [15] [16] [17], key management [18]–[21],
and access control [15], [22], [23].

In order to secure the inter-sensor communications, the idea
of employing physiological signals was first introduced in [1],
[24], in which the features derived from a physiological signal
simultaneously measured at different parts of the body are
used to generate the actual key shared between the sensors.
To establish a common set of features, simple error correction
can be employed to correct the differences between the phys-
iological features generated at different sensors. Based on this
idea, [25] proposed to employ the Inter-Pulse-Interval (IPI)
to generate cryptographic keys by encoding the IPIs into a
128-bit binary key. IPI refers to the time interval between the
R-wave of the Electrocardiograph (ECG) and the foot of the
Photoplethysmogram (PPG) pulse. In order for this approach
to be applicable, the Hamming distance of the keys generated
between two sensors belonging to the same human body
should be remarkably lower than that generated by sensors

at different human bodies. However, the results from a real
world experimental study [13] indicated that the Hamming
distances of two IPIs obtained from the same subject and
different subjects are 60 and 65, respectively. Though [25]
suggested that error correction can be used to improve the
matches of the features derived from the same human body,
the scheme is still not practical since the Hamming distance of
the IPIs for the same person after error correction still varies
from 0 to 40. The primary reason of this hardness lies in that
the translational and rotational errors can produce drastically
different values when IPIs are naively encoded into binary.

To solve the problem mentioned above, fuzzy vault based
schemes [7], [13], [26] were proposed to deal with the fact
that physiological signals have similar trends but are not
completely identical due to the dynamic nature of a human
body. The fuzzy-vault scheme has been primarily applied to
biometric-based authentication such as fingerprints [27] and
iris images [28]. It was argued that an adversary has a high
probability to guess the legitimate points in a fuzzy vault
according to the analysis in [29]. As a result, the adversary has
a high probability to reduce the complexity of identifying the
polynomial used by the vault. PSKA [13] and Plethysmogram
[7], which are based on the the same fuzzy vault scheme
but focus on different physiological signals to secure the
inter-sensor communications, claimed that they had a high
security level. Nevertheless, the security strength of PSKA
and Plethysmogram heavily depends on the vault size, which
means that the complexity of breaking the vault increases if the
number of chaff points increases. However, the increase of the
vault size can cause collisions between the features generated
by one sensor and the chaff point generated by another sensor,
which leads to a false rejection. Besides, a recent work [30]
proposed a secret-key generation mechanism that exploits the
signal strength fluctuations caused by the incidental motions of
body-worn devices to construct shared keys with a near-perfect
agreement, thereby avoiding the reconciliation cost. However,
the secret bit generation rate is very limited and the cost is
very high. As a result, the scheme in [30] is infeasible for a
practical BAN.

Enlightened by the fuzzy vault scheme, instead of using
error correction codes or reconstructing polynomials, we lever-
age the fact that the secret features generated by a sensor are
ordered and only the sensor itself is aware of the order of the
features, and propose an efficient and secure key agreement
scheme termed OPFKA. OPFKA employs simple noisy data
as chaff points to provide enhanced security. Our analysis
indicates that OPFKA overcomes all the problems mentioned
above while meeting the suggested design objectives of phys-
iological signal based key agreement [14] for BANs.

III. SYSTEM MODEL

A BAN is a network that interconnects physiological and
environmental monitoring sensors worn on or implanted inside
a human body. These sensing devices collect physiological
and contextual information of a human body at a regular
interval and transmit it to a highly capable sink node for
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further processing over multi-hop wireless communications.
We assume that all sensors, worn on or implanted, are able to
measure the appropriate physiological signals. We also assume
that an entity that does not have a physical contact with a
human body can’t collect any physiological signal, and that
only legitimate sensors are in contact with the human body.
Thus attackers are mainly able to passively monitor the traffic
as the wireless medium is not secure. Furthermore, we assume
that malicious entities cannot compromise the sensors in a
BAN without being detected, as the sensors are mostly under
the supervision of the host and/or the caretaker.

The threats faced by a BAN are primarily from adversaries
that can eavesdrop on the traffic of the BAN, replay old
messages, inject messages to compromise the confidentiality
of the BAN communications, or spoof the BAN sensors’ iden-
tities. Adversaries may also break the key distribution process
by using the physiological signal data obtained from another
person if the scheme does not have sufficient distinctiveness. In
this paper, we focus solely on designing a secure and efficient
scheme to ensure the security of inter-sensor communications
within a BAN. Communications from the sink onwards can
utilize conventional security schemes such as Secure Socket
Layer (SSL), given the considerable capabilities of the entities
involved. Note that we do not consider denial of service (DoS)
attacks such as jamming, electromagnetic interference, and
battery depletion, in this paper.

IV. KEY AGREEMENT

The purpose of OPFKA is to promote secure inter-sensor
communications by enabling two sensors to agree on a pair-
wise symmetric key based on the common physiological signal
collected by the two sensors at different parts of the body.
The key agreement process between two sensors works as
follows. First, both sensors simultaneously and independently
collect and process a certain physiological signal based on
which some secret features are computed. These features are
organized into an ordered set called a feature vector for each
sensor, and the order is only known to the sensor generating
the data. But a common ordering policy, which could come
from the same feature generation algorithm, is adopted by all
sensors. Then one of the sensors, say the sender, generates
noises to hide its secret feature vector. Second, the secret
features and the noisy data are sent to the other sensor, say
the receiver, who can use its own version of the feature vector
to identify common features as the receiver’s feature vector
partially overlaps with that of the sender. Thus the receiver
can generate a key K based on the matched (overlapped) part
of the feature vector. Finally, the receiver puts the positions
(or indexes) of the matching features into a set I , and sends
it along with the MAC (Message Authentication Code) of the
key K to the sender, which can generate the same key K after
identifying the common secret features according to I .

In [13], the authors proposed to use secret sharing scheme
[31]–[33], to hide the secret key in the coefficients of a
polynomial. For this scheme, the computational cost in the
reconstruction process is high. We address this drawback by

leveraging the fact that secret features generated by the two
sensors are ordered according to the same policy and only the
sensors themselves know the indexes (order) of the features in
the feature vectors. Table I summarizes the utilized notations
and their semantic meanings, and Fig. 1 demonstrates the
OPFKA protocol, whose key procedures are detailed in the
following subsections.

TABLE I
TABLE OF NOTATIONS.

Notation Definition
H A standard cryptographic hash function, e.g., SHA-1
Index The position of a matching secret feature
IDs, IDr The ids of the sender and the receiver
Q The set of common features
FFT Fast Fourier Transform
IPI Inter-Pulse Interval signal
N The number of the features
M The number of the chaff points (noises)
MAC Message Authentication Code

Sender Receiver 

EKG, IPI signal 

collection and process 

 

Send R= RandomPermute (Features || Chaff points) 

G, IPI s

Index I, MAC (K, I||Q||IDr) 

MAC (K, No||IDs||IDr) 

synchronous 

EKG, IPI signal 

collection and process 

 

Coffer creation 
Find match features 

 Generate key K Feature  

acknowledgement 

Success 
Success 

Encrypted communication 

Fig. 1. The OPFKA protocol.

A. Concealing the Features

OPFKA is designed to conceal the set A of secret features
generated by the sender in a construct called a Coffer, denoted
by R. Once the set A has been concealed in the Coffer, no one
can distinguish the secret features from the chaff points. As
illustrated in Fig. 1, the sender constructs the Coffer by i)
generating a set of random chaff points C; ii) adding A and C
into the Coffer R; and iii) performing a random permutation in
R. Once the receiver obtains the Coffer R, it can utilize its own
set of secret features B to find the overlapping ones. We denote
the set of common features by Q, i.e., Q = {u|u ∈ R ∩B}.
Next the receiver generates a key K using the set Q, e.g.,
K = H(Q), and then sends back the MAC of Q along with
the index set I of the overlapping features. After the sender
receives the index set I , it can figure out the corresponding
common feature set Q. If |Q| is greater than a threshold, the
sender generates a key K ′, and then verifies the MAC of Q. If
success, which implies that K ′ = K, the sender sends back an
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acknowledgement to the receiver. This procedure guarantees
that if both sensors are aware of the set of common features,
they can generate the same secret key K.

B. Coffer Packing and Unpacking in OPFKA
OPFKA requires that the secret features in the sets A and B

overlap to a certain degree. The presence of the chaff points
adds security to the Coffer and conceals the original secret
features. Since no one can tell apart the chaff points and the
features, an attacker has to perform a brute force attack in
order to figure out the common features. In this subsection,
we demonstrate how to employ the proposed scheme for key
agreement in a BAN.

1) Feature Generation: The generation of the features has
a great influence on the effectiveness of OPFKA. Since the
physiological signal collected at both sides are not exactly the
same, methods can be used to help improve the success rate
of the key agreement and reduce the rates of false acceptance
and false rejection [25]. Below we propose two methods for
feature generation.

The Enhanced FFT Method: PSKA [13] proposed the
following simple feature generation scheme. Two sensors that
intend to establish a shared key sample an EKG or a PPG
signal at a certain frequency simultaneously for a short period
of time: 12.8 seconds for PPG at the frequency of 60Hz and 4
seconds for EKG at the frequency of 125Hz. Then the samples
are partitioned into windows of size 256 and a 256-point
Fast Fourier Transform (FFT) is performed on each window.
Next the FFT coefficients of each window are passed through
a peak-detection function that returns tuples of the form
⟨kix, kiy⟩. Here kix and kiy are the index and the corresponding
value of the ith peak in the FFT coefficient sequence and are
termed as peak index and peak value, respectively. A 13-bit
feature ([kix|kiy]) is generated by first quantizing a kix to a 8-
bit binary and the corresponding kiy to a 5 bit-binary and then
concatenating them. For a PPG signal, about 30 features can be
generated and the number of common features for two sensors
in the same BAN is about 12. In contrast, the number of
common features for two sensors monitoring different human
bodies is about 2. PSKA creates a vault with a size varying
from 1000 to 5000 and embeds the features into the vault. Our
analysis (Section V) indicates that the secret features of the
receiver might match with some chaff points. Theoretically the
maximum size of a vault is 213, which is about 8000. If the
real vault size is 3000, the probability that the receiver has
features matching with the chaff points is quite high.

There is no chance for the receiver to observe that it has
features matching with the chaff points, thus the recovery
of the session key can be disrupted. To reduce the chance
of collisions, we take one step further by expanding the
13-bit features to 20-bit ones via a one-way function (e.g.,
employing a salted hash function and taking the first 20 bits
of its output). By feature expansion, the chance of collision is
reduced significantly – all the common features at the receiver
should be generated by the sender. Moreover, we record the
order of the generated features in this enhanced FFT method.

The generation of the features by our enhanced FFT method
takes only seconds for a PPG signal in our study; but the FFT
transform and peak detection consume high computational
power. Next we present our second feature generation method,
which takes a longer time (1-1.5 minutes) but consumes less
computational power.

The IPI Method: It has been shown in [25] that the IPIs
have a high level of randomness and can be obtained with
different types of sensors from different physiological signals
(e.g., the ECG, PPG or blood pressure) at different parts of
the body (e.g., chest, fingertips, or limbs). The collection of
IPIs is relatively easy. The experimental study reported in [22]
indicates that the last 4 digits of an IPI’s binary representation
are almost completely random, which means that we can
extract 4 bits from each IPI.

The sender and the receiver collect IPIs simultaneously for
about 1 to 1.5 minutes in order to obtain 90 IPIs (collecting an
IPI takes about 850 ms in average). Each IPI is first quantified
into a 4-bit binary representation and three adjacent IPIs are
concatenated to form a 12-bit secret feature, which is then
expanded and concealed in a Coffer. An experimental study
reported in [22] claimed that about 75% IPI pairs collected at
two sensors match, which indicates that the probability of the
secret features from the sender and the receiver matching with
each other is about 42%. This implies that there exist about
12 matching features computed from the 90 IPIs. To reduce
the chance of collision, we expand the 12-bit features to 20-bit
ones and record the order of the features.

Note that the IPI method only needs to collect IPIs and
quantify them. No complex operations such as FFT transform
and peak-detection are needed. Thus the IPI method consumes
less computational power at the cost of a longer sampling
time compared to the enhanced FFT method. Therefore the
IPI method can be used to generate a session key at an hourly
basis since the emerging IEEE 802.15 standard [34] for body
area networks suggests that the key needs to be renewed once
every hour. We denote the feature vectors of length N by Fs =
{f1

s , f
2
s , ..., f

N
s } and Fr = {f1

r , f
2
r , ..., f

N
r } for the sender and

the receiver, respectively. Algorithm 1 details the procedure of
feature generation for both the IPI method and the enhanced
FFT method.

2) Coffer Creation: After the feature vectors are comput-
ed, the sender can create a Coffer, which contains the set
Fs = {f1

s , f
2
s , ..., f

N
s } and a larger set of M random chaff

points of the form F ′
s = {f ′j

s}, with f ′j
s /∈ Fs, 1 ≤ j ≤ M .

Each chaff point f ′j
s is within the same range as the features

in Fs. A random permutation on the values in the Coffer is
then performed, i.e., R = RandPermute(Fs ∪ F ′

s), to ensure
that the chaff points and the legitimate feature points are
indistinguishable. The cardinality of the set F ′

s can vary with
respect to the level of the security requirement. The larger the
set F ′

s, the more difficult to break the Coffer. The Coffer size
R is equal to |N |+|M |. Algorithm 2 details the process of the
Coffer creation. Section V discusses the relationship between
the Coffer size and its security strength in more detail.
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Algorithm 1 Feature Generation.

1: The sender and the receiver collect physiological signal;
2: if employing FFT to quantify the signal then
3: Partition samples into windows;
4: for each window of samples do
5: Perform FFT and peak-detection;
6: Return tuples of the form ⟨kix, kiy⟩;
7: Quantize kix and kiy to a 5-bit binary number and

an 8-bit binary number, respectively;
8: Concatenate kix and kiy to form a 13-bit feature

([kix|kiy]);
9: Compute H([kix|kiy]) and take the first 20 bits of

the output.
10: end for
11: else
12: Collect IPIs;
13: Quantify each IPI;
14: for each of three adjacent IPIs do
15: Concatenate their last 4 binary digits to form a

12-bit feature;
16: Compute H([kix|kiy]) and take the first 20 bits of

the output.
17: end for
18: end if
19: Output the feature vectors: Fs = {f1

s , f
2
s , ..., f

N
s } (for the

sender) or Fr = {f1
r , f

2
r , ..., f

N
r } (for the receiver).

Algorithm 2 Coffer Creation.

1: Compute M random chaff points: F ′
s = {f ′j

s}, where
f ′j

s /∈ Fs;
2: Randomly permute the points to obtain R =

RandPermute(Fs ∪ F ′
s);

3: Output the Coffer R.

3) Feature Exchange: There are two steps in this pro-
cess: a) The sender communicates the Coffer R to the
receiver using the following message: Sender→ Receiver:
{IDs, IDr,R,No}. Here, IDs and IDr are the ids of the
sender and the receiver, respectively, and No is a nonce
(unique random number) for transaction freshness. b) After
the receiver obtains the Coffer R, it compares R with its
own features to find the matching ones from the Coffer and
records the indexes/positions of these matching features (the
set Q) in its own feature vector. Denote the positions of
the matching features by the index set I = {i}, where
i ∈ N , and then generate the secret key K = H(Q)
using the matching features. The receiver feedbacks to the
sender using the following message: Receiver → Sender:
{IDs, IDr, I,MAC(K, I|Q|IDr)}. Algorithm 3 illustrates
the process of feature exchange.

4) Feature Acknowledgement: Upon receiving the message
{IDs, IDr, I,MAC(K, I|Q|IDr)}, the sender first identifies

Algorithm 3 Feature Exchange.

1: The sender sends the message {IDs, IDr,R,No} to the
receiver;

2: The receiver identifies the matching features Q = R∩B.
3: The receiver labels the positions of the matching features

in its feature set B, which are denoted by I = {i|i ∈
N};

4: The receiver generates a secret key K using the matching
features Q: K = H(Q);

5: The receiver feedbacks the message to the sender:
{IDs, IDr, I,MAC(K, I|Q|IDr)}.

the common features according to the set I , which contains
the positions of the matching features. If |Q| is greater than
a threshold, the sender generates a key K ′ = H(Q) in
the same way as the receiver. If the sender successfully
generates the key K ′ and confirms the MAC, which implies
that K ′ equals K, it sends back an acknowledgement to the
receiver using the following message: Sender → Receiver:
MAC(K,No|IDs|IDr). For the sender to generate K suc-
cessfully, the indexed features should be exactly the same
as those in the receiver. This process not only confirms the
correctness of the generated key K, but also authenticates
the sender to the receiver. This is because the distinctiveness
and temporal variance property of the physiological signal
features ensure that i) the features generated from a physi-
ological signal for OPFKA are drastically different for two
different persons and ii) old Coffers cannot be replayed as
the features would have changed by that time such that the
sender can’t successfully verify the MAC (see Section VI for
more details.). Algorithm 4 illustrates the procedure of feature
acknowledgement.

Algorithm 4 Feature Acknowledgement.

1: The sender receives the message:
{IDs, IDr, I,MAC(K, I|Q|IDr)};

2: Identifies the common features (placed in the set Q)
according to the position set I;

3: if |Q| ≥ Threshold then
4: Generates the key K ′ using the common features;
5: Verifies the MAC;
6: if MAC(K ′, I|Q|IDr) = MAC(K, I|Q|IDr) then
7: Return MAC(K,No|IDs|IDr) to the receiver;
8: end if
9: else

10: The sender sends None to the receiver.
11: end if

Fig. 1 illustrates the OPFKA protocol. The secret key K
generated in Algorithm 3 and Algorithm 4 is used to enable
confidential, authenticated, and integrity-protected communi-
cations between two sensors in a plug-n-play manner, which
is not considered in traditional key distribution schemes [9]
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[16] and the physiological-signal-based approaches [25]. Fur-
thermore, with OPFKA, no key and no physiological feature
is ever reused. This ensures that any knowledge of the past
keys or past physiological features of a subject can not be
reused for subverting the Coffer, due to the temporal variance
property, as seen in Section VI.

V. SECURITY OF OPFKA

In this section, we discuss the security implications of the
two principal aspects of OPFKA: the Coffer and the message
exchange.

A. Coffer Security

The use of OPFKA ensures that even though the two sensors
may not have all the features in common, they can still agree
upon a common key in a secure manner. The security of
OPFKA can be understood as a trapdoor one-way function.
The hiding of the legitimate feature points among a much
larger number of the bogus chaff points, whose values are in
the same range, makes identifying the legitimate points very
difficult. An adversary, which does not know any legitimate
points (as it cannot collect the relevant physiological signals
from the host’s body), has to try out each of the features
in the set R in order to generate the secret key K. Fig. 2
demonstrates the strength of the Coffer for different Coffer
sizes. The strength of the Coffer is determined by the number
of combinations an adversary attempts to examine in order to
find out the legitimate points and their indexes in the Coffer.
For ease of understanding, we represent this computational
requirement in terms of its equivalence to brute-forcing a
key of a particular length (bits). As expected, increasing the
Coffer size automatically increases the security provided by
the Coffer. Note that OPFKA guarantees a successful feature
exchanges, as long as the number of common features |Q| is
greater than a threshold.
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Fig. 2. Coffer strength.

We also compare the security of OPFKA with that of PSKA
[13], and find out that the security strength of OPFKA is higher
than that of PSKA at every security level. Note that PSKA [13]
and Plethysmogram [7] employ the same fuzzy vault scheme
but Plethysmogram [7] focuses on the PPG signal while PSKA

[13] considers both PPG and ECG. Therefore in this study we
do not compare OPFKA with Plethysmogram [7] as the latter
employs the same technical approach as that of PSKA [13].
Table II reports the security strength of our scheme and that
of PSKA. According to our experimental study, a 4000-point
Coffer is better than a 5000-point vault in terms of the security
strength.

B. Message Exchange and Acknowledgement

The feature exchange and acknowledgement phases make
it very difficult for adversaries to detect the key being agreed
on due to the following reasons.

1) In the process of feature exchange, the presence of IDr
in the message from the sender to the receiver tells the
sensors in the vicinity of the sender who is the intended
receiver. The nonce No is used to maintain the freshness
of the protocol, i.e., to ensure that the acknowledgement
received is in response to its latest transmission.

2) If a malicious entity sends a feature exchange message
(by replaying previous exchanges or creating its own
Coffer using old physiological features), it will be dis-
carded by any receiver, as the MAC would not match due
to the temporal variation of the physiological features.

3) If an adversary obtains the set of legitimate features from
the Coffer, it’s still hard for the adversary to generate
the key K because the features are out of order due to
the random permutation in the Coffer creation step but
the key K is generated by the ordered features.

VI. EVALUATION OF OPFKA

In this section, we provide an evaluation of OPFKA by
performing a series of experiments on our scheme. We will
assess the generated key according to the algorithms proposed
in Section IV. The EKG signals are obtained from the Phys-
ioBank database (http://www.physionet.org/physiobank). We
will address the following important characteristics of a key:
1) long and random keys; 2) memory storage; 3) communica-
tion overhead; 4) energy consumption on communications; 5)
distinctiveness; and 6) temporal variance.

1) Long and random keys: The keys to be agreed upon
are generated by the sender and the receiver according to the
ordered matching features using a hash function. The length
and randomness of the agreed keys can therefore be ensured.

2) Memory storage: In our proposed scheme, IDs and IDr
take 16 bytes each, the features and the chaff points are 20
bits (2.5 Bytes) each, the index is at most 1 byte, the nonce
No is 16 bytes, and the MAC is 16 bytes. Thus the estimated
memory cost is

2(|IDs|+ |IDr|) + 2.5|R|+ |I|+ |No|+ 2|MAC| (1)

Fig. 3 illustrates the relationship between the memory
storage and the Coffer size. We can see that the major fraction
of the memory is taken by the Coffer. A chaff point in the
Coffer takes 20 bits. A chaff point in PSKA’s vault takes
36 bits [13] in comparison. Therefore we conclude that our
scheme has an advantage over PSKA in memory storage.
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TABLE II
THE SECURITY STRENGTH OF OPFKA AND PSKA.

Scheme OPFKA (Bits) PSKA (Bits) Scheme OPFKA (Bits) PSKA (Bits)
Coffer Size=300, |Q|=6 48 42 Coffer Size=1000, |Q|=10 100 80
Coffer Size=300, |Q|=7 56 47 Coffer Size=1000, |Q|=11 110 87
Coffer Size=300, |Q|=8 64 52 Coffer Size=1000, |Q|=12 120 94
Coffer Size=300, |Q|=9 72 57 Coffer Size=2000, |Q|=6 66 59
Coffer Size=300, |Q|=10 80 62 Coffer Size=2000, |Q|=7 77 67
Coffer Size=300, |Q|=11 88 67 Coffer Size=2000, |Q|=8 88 75
Coffer Size=300, |Q|=12 96 72 Coffer Size=2000, |Q|=9 99 83
Coffer Size=600, |Q|=6 54 48 Coffer Size=2000, |Q|=10 110 91
Coffer Size=600, |Q|=7 63 54 Coffer Size=2000, |Q|=11 121 99
Coffer Size=600, |Q|=8 72 60 Coffer Size=2000, |Q|=12 132 107
Coffer Size=600, |Q|=9 81 66 Coffer Size=5000, |Q|=6 74 67
Coffer Size=600, |Q|=10 90 72 Coffer Size=5000, |Q|=7 86 76
Coffer Size=600, |Q|=11 99 78 Coffer Size=5000, |Q|=8 98 85
Coffer Size=600, |Q|=12 108 84 Coffer Size=5000, |Q|=9 110 94
Coffer Size=1000, |Q|=6 60 52 Coffer Size=5000, |Q|=10 122 103
Coffer Size=1000, |Q|=7 70 59 Coffer Size=5000, |Q|=11 134 112
Coffer Size=1000, |Q|=8 80 66 Coffer Size=5000, |Q|=12 146 121
Coffer Size=1000, |Q|=9 90 73

TABLE III
THE COMMUNICATION OVERHEAD OF OPFKA AND PSKA.

Coffer Exchange Feature Ack Total
OPFKA 4|ID|+ 2.5|R|+ |I|+ |No|+ |MAC| |MAC| 4|ID|+ 2.5|R|+ |I|+ |No|+ 2|MAC|
PSKA 4|ID|+ 4.5|R|+ |No|+ |MAC| |MAC| 4|ID|+ 4.5|R|+ |No|+ 2|MAC|
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Fig. 3. The relationship between memory storage and Coffer size.

3) Communication overhead: The processes of feature
exchange and feature acknowledgement contribute the most
to the communication overhead, which is mainly associated
with the message size in Algorithm 3 and Algorithm 4.
Table III reports the communication overhead of OPFKA and
PSKA [13]. Fig. 4 illustrates the relationship between the
communication overhead and the Coffer size. We observe that
the communication overhead increases along with the Coffer
size.

4) Energy consumption due to communications: In this
subsection, we take the method proposed in [35] to evaluate
the energy consumption resulted from message exchanges. As
presented in [36], a Chipcon CC1000 radio used in Crossbow
MICA2DOT motes consumes 28.6 µJ and 59.2 µJ to receive
and transmit one byte, respectively.

For our OPFKA scheme, the total message size is 2.5∗|R|+

113 bytes; hence the energy consumption on transmitting and
receiving the messages equals to (2.5 ∗ |R| + 113) ∗ (28.6 +
59.2)µJ = (0.2195|R| + 9.9214) mJ . For PSKA, the total
message size is 4.5|R| + 112 bytes; thus the total energy
consumed by transmitting and receiving the messages equals
to (4.5|R|+ 112) ∗ (28.6 + 59.2)µJ = (0.3951|R|+ 9.8336)
mJ . We summarize the results of energy consumption for
both OPFKA and PSKA in Table IV. Fig.5 illustrates the

TABLE IV
ENERGY CONSUMPTION DUE TO MESSAGE EXCHANGE

The schemes Energy consumption (mJ)
OPFKA 0.2195|R|+ 9.9214
PSKA 0.3951|R|+ 9.8336
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Fig. 4. Comparison between OPFKA and PSKA in terms of the communi-
cation overhead.
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energy consumption due to communications as a function of
the Coffer size |R|. Obviously, OPFKA offers a lower energy
consumption compared to PSKA.
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Fig. 5. Energy consumption vs. the Coffer (vault) size.

5) Distinctiveness: Distinctiveness is one of the most im-
portant criteria for our scheme since our primary purpose is
to distinguish the sensors in one BAN from those in another
BAN. A false rejection rate (FRR) refers to the probability
that two sensors within the same BAN fail to establish a
session key. A false acceptance rate (FAR) represents the
probability that two sensors at different BANs successfully
establish a common key or two sensors in the same BAN
asynchronously establish a session key. Since our enhanced
FFT method is similar to the feature generation process in
PSKA [13], the distinctiveness, efficiency, and temporal vari-
ance of the key generated by OPFKA based on the enhanced
FFT method will not be discussed here as the analysis is
similar to the one conducted in [13]. Thus we focus on
the distinctiveness of our IPI method here. The data were
collected from 11 subjects (obtained from the PhysioBank
database (http://physionet.org/physiobank/database)). Wavelet-
based algorithms mentioned in [37] [38] [22] are performed
over the ECG signal to detect a heart beat cycle. IPI is the
time interval between adjacent R-waves. After quantization,
concatenation, and expansion, we obtain the secret features.
The red curve in Fig. 6 shows the FAR for two synchronous
sensors at different BANs. We can see that the FAR reduces
almost to zero when the threshold is greater than 5, which
indicates that our scheme can successfully distinguish two
BANs. Normally, the threshold should be greater than 10 if the
Coffer size is around 2000. The blue curve in Fig. 6 represents
the FRR for two synchronous sensors at different BANs. We
discuss the case that two asynchronous sensors in the same
BAN in next subsection: temporal variance. We can see that
the FRR is almost zero if the threshold is less than 12.

6) Temporal Variance: A higher temporal variance implies
that the signal has a better randomness, which can reduce the
adversary’s ability on replay attacks. We mainly experiment
on the temporal variance of our IPI method here. As men-
tioned in [22], we can confidently extract 4 bits from an IPI

and the randomness is sufficiently high, which indicates that
asynchronous IPIs should not match each other. But in reality,
the probability that asynchronous features match each other is
not zero. If two sensors establish a key with asynchronous IPI
features, a false acceptance occurs. Fig. 7 illustrates the FAR
between two asynchronous sensors in the same BAN. The x-
axis is the time difference. For example, the value of 20 means
that two sensors have a time difference of 20 IPIs. We can see
that the FAR is reduced to almost zero if the time difference is
greater than 125 IPIs, which is about 2 minutes. Theoretically,
if there is any time difference, the FAR should be close to zero
for truly random IPIs. Since we use a fixed quantization level,
for a human being who has a relatively placid heart beat, a
certain level of precision may be lost. Note that our experiment
results are consistent with those in [22]. The distribution of
the Hamming distances between synchronous features highly
matches with the theoretical binomial distribution. But they
are not completely the same. If the sensors can dynamically
adjust their quantization levels according to historical IPIs or
the patient’s healthy status, the result should be improved. We
leave this to our future research.
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Fig. 6. FAR and FRR between two synchronous sensors in different BAN
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VII. CONCLUSION

In this paper, we present a secure and efficient key a-
greement scheme, namely the Ordered-Physiological-Feature-
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based Key Agreement (OPFKA), to enable secure inter-sensor
communications in a BAN. OPFKA allows two sensors in a
BAN to agree upon a symmetric cryptographic key generated
from their common features in an authenticated and trans-
parent manner without any keying material pre-distribution
or initialization. The security analysis of OPFKA shows that
OPFKA meets the design goals of key agreement. We analyze
the performance, memory storage, and communication cost
of OPFKA and demonstrate that the scheme has low com-
putational cost, low memory storage, and low communication
overhead, which indicates that OPFKA is a feasible and effi-
cient approach to secure inter-sensor communications within
a BAN.
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