Course Information
Course: CSCI 4331 / 6331 – Cryptography
Semester: Fall, 2022
Meeting time: Monday and Wednesday, 12:45 – 2:00
Location: Funger Hall 209
Course webpage: https://www2.seas.gwu.edu/~arkady/teaching/crypto/f22/
Instructor
Name: Arkady Yerukhimovich (he/him)
Email: arkady@gwu.edu
Office: SEH 4570
Phone: (202)-994-1057
Office hours: TBD
Course description
This course will introduce students to modern cryptography with a focus on formal definitions and
provably-secure constructions of cryptographic protocols. Topics covered will include secret-key and
public-key encryption, message-authentication codes, digital signatures, and advanced topics. Students
will also learn how to read and understand academic papers in cryptography and how to give a technical
presentation.
Course prerequisites
The main prerequisite for this course is a basic level of mathematical maturity. Students should feel
comfortable with mathematical notation and be able to follow and apply mathematical reasoning. Basic
familiarity with asymptotic notation, mathematical logic, and probability are recommended.
Suggested prerequisites to cover this material include:
For CSCI 4331:
Any of CSCI 2312, CSCI 3212, CSCI 3313, or MATH 2971
For CSCI 6331:
CSCI 6212 or equivalent
Learning outcomes
As a result of completing this course, students will be able to:
1.
2.
3.
4.

Understand and differentiate between cryptographic definitions
Choose appropriate security definitions for given applications
Prove security of basic cryptographic constructions
Demonstrate familiarity with core building blocks of modern cryptography

Average expected effort
In addition to 2.5 hours / week of lecture, students are expected to spend approximately 5-10 hours per
week on understanding the material and completing homework assignments.

Textbooks
Jonathan Katz, Yehuda Lindell: “Introduction to Modern Cryptography. Second Edition.” CRC Press 2014.
The material of the course will largely follow the presentation in this book. This book is not required,
but is highly recommended. It is available for free from the GW library.
In addition, the following book can be helpful:
•

“Joy of Cryptography” by Mike Rosulek. This book offers a somewhat different presentation of
much of the material covered in this class.

Grading
The grades for this course will be determined as follows:
Exam(s)
Research project
Homework
Class participation

40% (20% each)
20%
30%
10%

Homework policy
Homework will be assigned weekly. Homework is due before class (by 12:45PM) on the due date.
Homework must be submitted via Blackboard by this time to receive credit. Homework can be typed
using your favorite tool (I am happy to help anybody interested in learning LaTex) or handwritten and
scanned. But, make sure that what you submit is legible as it is what will be graded. No late homework
will be accepted!
Students are welcome to work together on homework, however each student must write up and submit
their own solutions. If you work on the homework with someone else, you MUST acknowledge them on
your submitted homework. The solutions you submit MUST be your own. Make sure to write-up your
own answers and that you understand them, copying solutions is not acceptable. Submitted homework
violating these guidelines will be considered in breach of the academic integrity code and will be
prosecuted accordingly.
The final homework grade will be the average of all homework assignments with the two lowest scores
dropped.
Exam policy
There will be two exams. The first exam will cover the first half of the course, while the second exam
will be cumulative covering the full semester. For both exams, you will be allowed to bring one 8.5”x11”
piece of paper with notes to the exam. No calculators or computers are allowed.
Laptop policy
I ask that students not use laptops or other electronic devices in class. I will make sure to lecture at a
pace that allows for hand-written notes. If you need to use an electronic device for taking notes, please
come talk to me.

Course agenda
The following is a tentative agenda for the course:
Lecture
Week 1-2
Week 3-5
Week 6-7
Week 8
Week 9
Week 10-12
Week 13-14
Week 15

Topic(s):
Probability review, perfectly-secure encryption
Proofs by reduction and construction of computationally-secure encryption
Message authentication codes, hash functions, and authenticated encryption
Exam
Practical constructions of block-ciphers (AES, DES)
Number theory and public-key encryption
Digital signatures and advanced topics
Student project presentations and exam prep.

Policies
Diversity Statement
Respect for Diversity: It is my intent that students from all diverse backgrounds and perspectives be well
served by this course, that students’ learning needs be addressed both in and out of class, and that the
diversity that students bring to this class be viewed as a resource, strength and benefit. It is my intent to
present materials and activities that are respectful of diversity: gender, sexuality, disability, age,
socioeconomic status, ethnicity, race, and culture. Your suggestions are encouraged and appreciated.
Please let me know ways to improve the effectiveness of the course for you personally or for other
students or student groups. In addition, if any of our class meetings conflict with your religious events,
please let me know so that we can make arrangements for you.
The George Washington University (GW) and its faculty are committed to creating a safe and open
learning environment for all students. If you or someone you know has experienced sexual harassment,
including sexual assault, dating or domestic violence, and stalking, please know that help and support
are available. GW strongly encourages all members of the community to take action, seek support, and
report incidents of sexual harassment to the Title IX Office. You may contact the Title IX Office at 202994-7434 or at titleix@gwu.edu or learn more by visiting titleix.gwu.edu. Please be aware that faculty
members are required to disclose information about suspected or alleged sexual harassment or other
potential violations of the Title IX Sexual Harassment and Related Conduct Policy to the Title IX Office. If
the Title IX Office receives information about an incident, they will reach out to offer information about
resources, rights, and procedural options as a member of the campus community. Community members
are not required to respond to this outreach. If you, or another student you know, wishes to speak to a
confidential resource who does not have this reporting responsibility, please contact Counseling and
Psychological Services through the Colonial Health Center 24/7 at 202-994-5300, or the Office Of
Advocacy and Support at 202-994-0443 or at oas@gwu.edu.

Use of Electronic Course Materials and Class Recordings
Students are encouraged to use electronic course materials, including recorded class sessions, for
private personal use in connection with their academic program of study. Electronic course materials
and recorded class sessions should not be shared or used for non-course related purposes unless
express permission has been granted by the instructor. Students who impermissibly share any electronic
course materials are subject to discipline under the Student Code of Conduct. Please contact the
instructor if you have questions regarding what constitutes permissible or impermissible use of
electronic course materials and/or recorded class sessions. Please contact Disability Support Services at
disabilitysupport.gwu.edu if you have questions or need assistance in accessing electronic course
materials.
University policy on observance of religious holidays
Students must notify faculty during the first week of the semester in which they are enrolled in the
course, or as early as possible, but no later than three weeks prior to the absence, of their intention to
be absent from class on their day(s) of religious observance. If the holiday falls within the first three
weeks of class, the student must inform faculty in the first week of the semester. For details and policy,
see “Religious Holidays” at provost.gwu.edu/policies-procedures-and-guidelines.

Academic Integrity Code
Academic Integrity is an integral part of the educational process, and GW takes these matters very
seriously. Violations of academic integrity occur when students fail to cite research sources properly,
engage in unauthorized collaboration, falsify data, and in other ways outlined in the Code of Academic
Integrity. Students accused of academic integrity violations should contact the Office of Academic
Integrity to learn more about their rights and options in the process. Outcomes can range from failure
of assignment to expulsion from the University, including a transcript notation. The Office of Academic
Integrity maintains a permanent record of the violation.
More information is available from the Office of Academic Integrity at
studentconduct.gwu.edu/academic-integrity. The University’s “Guide of Academic Integrity in Online
Learning Environments” is available at studentconduct.gwu.edu/guide-academic-integrity-onlinelearning-environments. Contact information: rights@gwu.edu or 202-994-6757.

Academic support
Writing Center

GW’s Writing Center cultivates confident writers in the University community by facilitating
collaborative, critical, and inclusive conversations at all stages of the writing process. Working alongside
peer mentors, writers develop strategies to write independently in academic and public
settings. Appointments can be booked online at gwu.mywconline.
Academic Commons
Academic Commons provides tutoring and other academic support resources to students in many
courses. Students can schedule virtual one-on-one appointments or attend virtual drop-in sessions.
Students may schedule an appointment, review the tutoring schedule, access other academic support
resources, or obtain assistance at academiccommons.gwu.edu.

Support for students outside the classroom
Disability Support Services (DSS) 202-994-8250
Any student who may need an accommodation based on the potential impact of a disability should
contact Disability Support Services at disabilitysupport.gwu.edu to establish eligibility and to
coordinate reasonable accommodations.
Counseling and Psychological Services 202-994-5300
GW’s Colonial Health Center offers counseling and psychological services, supporting mental health
and personal development by collaborating directly with students to overcome challenges and
difficulties that may interfere with academic, emotional, and personal success.
healthcenter.gwu.edu/counseling-and-psychological-services.
Safety and Security
• In an emergency: call GWPD 202-994-6111 or 911
• For situation-specific actions: review the Emergency Response Handbook at:
safety.gwu.edu/emergency-response-handbook
•

In an active violence situation: Get Out, Hide Out, or Take Out. See go.gwu.edu/shooterpret

•

Stay informed: safety.gwu.edu/stay-informed

