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Topic: Writing SELinux Policies

A. Summery of SELinux Policies and Procedures of writing policies
Control mechanism of SELinux uses mandatory access control (MAC). This type of control is based on subject and object, therefore, the policy is describing who (subject) can have what kind of access right on a particular object (file, dir, socket…etc.).
1. Set non-enforcement mode: 
This can be done by setenforce 0 command. The system initially blocks every access unless the allowed policy is defined. setenforce 0 is used to switch to debugging mode where program can run normally with extra denied messages.

2. Giving domain and relative policies
i. This is defined in filename.te file where te represents type enforcement.
ii. Giving a new domain/type. 

· Giving domain. Ex. type DomainName, domain;
· Giving type. Ex. type TypeName file_type, sysadmfile;
meaning this type is a normal file and belongs to system administrator.

iii. Giving the domain access right to a certain role

Ex. role RoleName type DomainName; meaning role named RoleName can execute the program running under the domain named DomainName.
iv. Allow access to a object
Ex. allow javavm_t lib_t : dir{search, read}; meaning allow the program running under domain javavm_t to have search and read rights to the object labeled lib_t type.
3. Giving security attributes to an object.

i. This is defined in filename.fc file where fc represents file context.

ii. Security attributes have the format of <user> :< role> :< type>, for example, system_u:object_r:httpd_exec_t meaning this executable file belongs to user named system who acts object role and it’s an executable type for http.
iii. Giving a full file path and file name along with specified security attribute in the .fc file. System would attach the attribute to the file by getting the command make relabel. For example, giving this line in fc file
/root/Desktop/p.txt

system_u:object_r:httpd_exec_t
4. Run the program and check the denied messages which are logged to /var/log/messages.
B. Experiments
Objective: Giving JVM domain to run java programs.
1. Giving domain and type (from javavm.te)
i. Domain javavm_t and type javavm_bin_t
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ii. Assign a domain to a role
[image: image2.png]role sysadm_r types javavm




iii. Part of policies
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2. Giving security attributes (from javavm.fc).
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System snapshot of directory jre ( ls –Z /jre/bin/)
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3. Program running snapshot: java program is running under domain javavm_t (ps -Z)
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C. Discussion
Currently SELinux is still a primitive system. The main task is to observe the denied messages and decide which access can be allowed. The major difficulty is that it is not possible to know every program or module in the system. I wasn’t sure what a denied program is doing and why it needs to access a certain resource. Newly installed application makes things worse because of the need to understand internal programs of the application. Furthermore, if the application redesigned its internal structure which happens when upgrading, the original policy doesn’t work. For example, GCC didn’t have the ability to control JVM, but new version uses a script to control over JVM to support java. Thus, I needed to dive into the internal program of the JRE and GCC to write Java policies. Also, some denied messages belong to system routines. Privilege expansion mechanism used by Java stack inspection might help to curb the burden on administrators. At last, short of naming conventions reduces policy portability.

References

· Red Hat SELinux Guide
· Configuring the SELinux Policy
Stephen Smalley (NAI Labs)
· Implementing SELinux as a Linux Security Module

 HYPERLINK "http://www.nsa.gov/selinux/papers/module-abs.cfm" \t "_parent" 
Stephen Smalley, Chris Vance, and Wayne Salamon (NAI Labs)
· Getting Started with SE Linux HOWTO: the new SE Linux

Faye Coker
· Writing SE Linux Policy HOWTO


Faye Coker
Appendix
Javavm.fc

/usr/java/jdk.*/bin/java

system_u:object_r:javavm_exec_t

/usr/java/jre.*(/.*)?


system_u:object_r:javavm_t

/usr/java/jre.*/bin(/.*)?

system_u:object_r:javavm_bin_t

/usr/java/jre.*/lib(/.*)?

system_u:object_r:javavm_lib_t

/usr/java/jre.*/bin/java

system_u:object_r:javavm_exec_t

/usr/java/jre.*/bin/java_vm

system_u:object_r:javavm_exec_t

/usr/java/jre.*/plugin/i386/ns7*/libjavaplugin_oji.so
system_u:object_r:javavm_jplugin_t

/usr/java/jre.*/lib/i386/libjavaplugin_nscp.so
system_u:object_r:javavm_jplugin_t

/usr/bin/java



system_u:object_r:javavm_exec_t

/usr/bin/gij



system_u:object_r:javavm_exec_t
Javavm.te

type javavm_t, domain;

type javavm_bin_t, file_type, sysadmfile;

type javavm_lib_t, file_type, sysadmfile;

type javavm_exec_t, exec_type, file_type, sysadmfile;

type javavm_jplugin_t, exec_type, file_type, sysadmfile;

role sysadm_r types javavm_t;

allow javavm_t sysadm_tty_device_t : chr_file { read write };

allow javavm_t local_login_t : fd { use };

allow javavm_t root_t : dir { search };

allow javavm_t etc_t : dir { search getattr };

allow javavm_t etc_t : file { read getattr };

allow javavm_t ld_so_cache_t : file { read getattr execute };

allow javavm_t ld_so_t : file { read execute };

allow javavm_t lib_t : dir { search getattr read };

allow javavm_t lib_t : file { read getattr };

allow javavm_t lib_t : lnk_file { read };

allow javavm_t javavm_bin_t : dir { search getattr };

allow javavm_t javavm_bin_t : file { read getattr execute write};

allow javavm_t javavm_lib_t : file { read getattr execute};

allow javavm_t javavm_lib_t : dir { search getattr read};

allow javavm_t shlib_t : file { read getattr execute };

allow javavm_t sysctl_kernel_t : dir { search };

allow javavm_t sysctl_kernel_t : file { read };

allow javavm_t proc_t : dir { search };

allow javavm_t proc_t : file { read getattr};

allow javavm_t proc_t : lnk_file { read };

allow javavm_t javavm_t : dir { search getattr };

allow javavm_t javavm_t : lnk_file { read };

allow javavm_t javavm_t : file { read getattr };

allow javavm_t javavm_t : unix_stream_socket { write create connect read getattr };

allow javavm_t javavm_t : process { fork getsched };

allow javavm_t javavm_exec_t : file { execute_no_trans };

allow javavm_t usr_t : dir { search getattr };

allow javavm_t etc_runtime_t : file { read getattr };

allow javavm_t staff_home_dir_t : dir { search getattr };

allow javavm_t var_t : dir { search };

allow javavm_t var_run_t : dir { search };

allow javavm_t nscd_var_run_t : dir { search };

allow javavm_t tmp_t : dir { getattr read search write add_name create remove_name };

allow javavm_t tmp_t : file { write create read execute unlink };

allow javavm_t locale_t : dir { search };

allow javavm_t locale_t : file { read getattr execute };

allow javavm_t policy_src_t : dir { search getattr };

allow javavm_t selinux_config_t : dir { getattr search };

#allow javavm_t bin_t : file { read getattr };

#allow javavm_t bin_t : dir { search getattr };
domain_auto_trans(sysadm_t, javavm_exec_t, javavm_t)
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