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ITS4 is a static vulnerability scanner for C and C++ code developed by Reliable Software Technologies.  The builders of this software tool state that they have taken the middle ground with their approach in regards to accuracy.  The more accurate the tool, the longer it takes to run.  So, this means ITS4 is less accurate but efficient enough to use in real time during coding.  

ITS4 was easy to build from source code downloaded for free from http://www.cigital.com/its4/.  Also, ITS4 is easy to add to the Microsoft Visual C++ 6.0 environment as a tool to aid in development.  While working on a project, ITS4 can be run from the Tools menu.  The results of ITS4 are then either saved to a file or printed out on the screen.  Overall, the integration of ITS4 into the development environment was an easy process.  

ITS4 uses a parsing strategy to analyze vulnerabilities in source code.  First, the tool takes either C or C++ source files and breaks up the code into different streams of tokens.  ITS4 then takes the resultant token streams and compares them with suspect token streams in a database.  So for example, if a buffer overflow vulnerability exists within the source code, ITS4 will first create the pattern or token specific to a buffer overflow when it first parses the file.  It will then compare the token against the database and return a buffer overflow vulnerability statement.


If a security vulnerability exists within a source code, ITS4 will output the following information to the developer.

1. A description of the problem. (i.e. Buffer Overflow)

2. A description of a high level approach to fix the problem.
3. A risk assessment level. (i.e. NO_RISK, LOW_RISK, MODERATE_RISK, RISKY, VERY_RISKY, MOST_RISKY, URGENT)

4. Whether or not a function can retrieve input from an external source such as a file or socket.
5. An indication of what type of analysis to perform when the function is found in the token stream.

The great thing about ITS4 is how it interacts with the programming environment.  In Microsoft Visual C++ 6.0, ITS4 will output to a screen within the environment the warnings.  The developer is then allowed to click on each warning and be brought to the warning within the source code.  This allows the developer to quickly change his source code without needing to search for the specific functions or count lines within his program.  My experience with ITS4 was positive because it not only notified me of warnings within my program, but it told me how to fix my program.  I ran ITS4 on a number of different programs that I knew were vulnerable and ITS4 found all of the errors.  For example, I ran ITS4 on the following C code (Note: this was code taken from my Buffer Overflow presentation in class)

	Input
	Output

	#include <stdio.h>

#include <string.h>

typedef char t_STRING[10];

void GetString (t_STRING sAString) 


{
gets(sAString);



puts("You Entered:");



puts(sAString);


}

void main()

{          t_STRING sMyString = "Hello.";

puts("Enter something:");


GetString(sMyString);

}
	Sourcecode.cpp(6) : warning ITS4 : (Urgent) gets : The input buffer can almost always be overflowed : Use fgets(buf, size, stdin) instead.


In this example, ITS4 output a warning for line 6 of the source code.  The warning is for the function “gets” which can be overflowed.  The tool suggests the use of the function “fgets” which takes as arguments the buffer, the size, and the input method.  The function “fgets” will make the program safer because the input into the buffer will stop once the specified size of the input is reached.  Before, the function “gets” could cause an overflow because the user could input extra information and overflow into the address space of the stack. 

Overall, ITS4 seems to be a valuable tool, especially because it is so easy to use and very fast.  After reading about ITS4 on the developer’s website, I found that there is more work to be done on ITS4.  Specifically, ITS4 cannot handle aliasing and it can only recognize identifiers or string constants as valid arguments for files.  ITS4 also has a problem with false positives, which means the tool returns warnings of security problems when none should be returned.  The developers of ITS4 are also looking to expand the token database with new tokens for security problems they have not thought of.  The developers are also worried that by increasing the size of the ITS4’s accuracy, the speed of execution will decrease.  Overall, ITS4 was designed to be used within the development stage to quickly assess the vulnerabilities on source code.  ITS4 is not designed to be a perfect solution, but a solution that runs fast and is helpful.  Overall, it seems that ITS4 does what it was designed to do.

The developers of ITS4 compare their tool with GREP and find that their tool is on average 25% more effective.  The GREP command works in a similar manner to ITS4 by comparing its scans to a database of known security problems.  It appears from the analysis in their paper (http://www.cigital.com/papers/download/its4.pdf) that ITS4 is better at turning down false positives as compared to the results of GREP.  Plus they also state that their tool is easier to use because it is more automated than GREP.


ITS4 appears to be another good solution developers can use to develop secure software.  By using ITS4 with other tools, software developers are able to get closer to their goal of developing reliable secure software.   
