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1. Introduction:
Reading papers about static code analyzers has been a bit frustrating, particularly with a mindset that there are bugs out there in my own code (and others near me) waiting to be discovered, but alas within the group I work no tools to find them.  It is with that mentality that I was pleased to discover a hint of progress at Bell Lab’s research division in Murray Hill, NJ.

From scant document available www.spinroot/static, we learn that the research division is on its third generation tool, utilizing static analysis to target specific issues commonly found in source code, specifically ANSI C.  Their second generation toolkit is called UNO
, whose source is available for use on UNIX operating systems.
A few characteristic distinguish UNO among the other static analyzers:  The focus of effort is to find common issues within the code, primarily uninitialized variables, null pointer dereferences, and out-of-bounds usages of arrays.  (These three goals form the acronym UNO.)    However, it is its emphasis on usability that is particularly noteworthy: Dr. Gerard Holzmann and his team designed UNO in mind to zero in on specific bugs without excessive verbiage (as lint seems to be good at), and to provide the user a means to extend the static analysis without learning special language (MC, another tool we’ve studied, has this drawback).

2. Mechanics:

UNO builds upon ctree, a publicly available compiler front-end tool, by extending the tool with a dataflow component which attributes all the nodes of the parse tree with listings of data objects which are referenced with tags necessary to perform a more detailed analysis.  Using the (three) goals of the UNO to limit the extensions, the attributed parse tree nodes can then be scanned to determine if any usage violates targeted rules.  An additional modification to ctree includes the creation of an enhanced control-flow graph from which all UNO properties are analyzed.
Properties are user-defined extensions which are written as ANSI-C functions that are interpreted by the analyzer during the checking and applied to all relevant nodes in the attributed control graph.  Hence, when executing UNO on a given C module, the tool performs local analysis with its predefined routines, which are the checks for uninitialized variables, null pointer dereferences, and out-of-bound array indexing; furthermore, as these checks are performed, the engine scans the code for user-defined checks.
A global analysis mechanism has also been implemented which uses UNO-generated files to assemble all UNO attributes generated for local analysis, but instead implements a depth-first walk of this “global” call graph.  Very similar, actually to local processing.
Limitations to the tool are acknowledged by its authors:  Significantly, the whole notion of pointer aliasing would be an excellent avenue of static analysis; however, though there is an attribute to label the alias, not much analysis follows (the alias point is treated as a variable definition instead).  Additionally, the tool can be extended to utilize information about detected dead-code to eliminate errors it currently emits on the dead code.  
3. Experience:

Using the examples provided by the paper and information gleaned from the Internet, my desire was to install UNO and to design an extension which checks code for a slightly more complicated calling sequence.  In one paper I presented
, lockset analysis was accomplished by designing code which enables their analysis to understand when a lock was improperly utilized.  The UNO property I implemented checks for proper usage on a locking mechanism that includes initialization and deallocation function; hence, the obvious rules are in play for the INIT, LOCK(lck), and UNLOCK(lck), and DESTROY(lck).
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 1 int lck;

 2



 3 void main(void)

 4 {

 5   int flow = 0;

 6



 7   if (flow != 0)

 8     DESTROY(lck);

 9   else if (flow++ == 0)

10   {

11     lck = INIT();

12     lck = INIT();  // error: INIT on INIT

13     LOCK(lck);

14     UNLOCK(lck);

15     UNLOCK(lck);   // error: UNLOCK on UNLOCK

16   }

17 } // error:  no DESTROY



My goal became to identify the three errors that I wrote into my base case.  Hence, using examples provided within the Holtzmann paper I was easily able to write the property that was needed to identify all the problems with the given code, without false positives, particularly the one on line 8.
Two flaws I noticed in the tool:  It was difficult to eliminate the ANSI “errors” which are indicative of the non-ASCII header files that were associated with my Linux compiler.  Also, you’ll note the error messages still to be a bit cryptic, despite the designers’ contention that this tool emits easy to follow messaging.  And of course, the off-by-one line numbers in the error output is bothersome.
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uno: 1: main() 'double INIT use'

paper.c:13: <lck=INIT()>;



uno: 2: main() 'UNLOCK on unlocked variable'

paper.c:16: <UNLOCK(lck)>;



uno: 3: main() 'exit scope detects un-

DESTROYED variable'

paper.c after 'if':8: <_L_  2:

>;



Conclusions:
UNO is useful; however tooling such as this remains a difficult field.  The major points which I notice is that this tool appears extensible, and sans the minor problems with ANSI C.  I hope their next version (ORION) can at least move away from ANSI and analyze a more challenging language such as C++.
Sorry for the extra verbiage (on this page 3), but this would not be complete without showing the UNO property that I wrote to statically analyze my test case:
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void uno_check(void)

{

    if (uno_state == 0)   // UNINITIALIZED

    {

        if (fct_call("INIT"))

          uno_state = 1;

        else if (fct_call("LOCK"))

          error("LOCK use on uninitialized variable");

        else if (fct_call("UNLOCK"))

          error("UNLOCK use on uninitialized variable");

        else if (fct_call("UNLOCK"))

          error("UNLOCK use on uninitialized variable");

    }

    else if (uno_state == 1)  // INITIALIZED/UNLOCKED

    {

        if (fct_call("INIT"))

          error("double INIT use");

       else if (fct_call("LOCK"))

         uno_state = 2;

       else if (fct_call("UNLOCK"))

         error("UNLOCK on unlocked variable");

       else if (fct_call("DESTROY"))

         uno_state = 0;

       else if (path_ends())

         error("exit scope detects un-DESTROYED variable");

     }

     else if (uno_state == 2) // LOCKED

     {

        if (fct_call("INIT"))

          error("INIT on locked variable");

        else if (fct_call("LOCK"))

          error("LOCK on locked variable");

        else if (fct_call("UNLOCK"))

          uno_state = 1;

        else if (fct_call("DESTROY"))

          error("DESTROY on locked variable");

        else if (path_ends())

          error("exit scope detects un-DESTROYED variable");

     }

}




Figure 1 - UNO property
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� See � HYPERLINK "http://spinroot.com/uno/uno_long.pdf" ��Gerard J. Holzmann, Uno: Static Source Code Checking for User-Defined Properties, 2002�.


� E6: RacerX, Effective, Static Detection of Race Conditions and Deadlocks.
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uno: 1: main() 'double INIT use'

paper.c:13: <lck=INIT()>;



uno: 2: main() 'UNLOCK on unlocked variable'

paper.c:16: <UNLOCK(lck)>;



uno: 3: main() 'exit scope detects un-

DESTROYED variable'

paper.c after 'if':8: <_L_  2:

>;
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 3 void main(void)

 4 {

 5   int flow = 0;
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 7   if (flow != 0)

 8     DESTROY(lck);

 9   else if (flow++ == 0)

10   {

11     lck = INIT();

12     lck = INIT();  // error: INIT on INIT

13     LOCK(lck);

14     UNLOCK(lck);

15     UNLOCK(lck);   // error: UNLOCK on UNLOCK

16   }

17 } // error:  no DESTROY
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uno: 1: main() 'double INIT use'

	paper.c:13: <lck=INIT()>;



uno: 2: main() 'UNLOCK on unlocked variable'

	paper.c:16: <UNLOCK(lck)>;



uno: 3: main() 'exit scope detects un-DESTROYED variable'

	paper.c after 'if':8: <_L_  2:

>;
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void uno_check(void)

{

    if (uno_state == 0)   // UNINITIALIZED

    {

        if (fct_call("INIT"))

          uno_state = 1;

        else if (fct_call("LOCK"))

          error("LOCK use on uninitialized variable");

        else if (fct_call("UNLOCK"))

          error("UNLOCK use on uninitialized variable");

        else if (fct_call("UNLOCK"))

          error("UNLOCK use on uninitialized variable");

    }

    else if (uno_state == 1)  // INITIALIZED/UNLOCKED

    {

        if (fct_call("INIT"))

          error("double INIT use");

       else if (fct_call("LOCK"))

         uno_state = 2;

       else if (fct_call("UNLOCK"))

         error("UNLOCK on unlocked variable");

       else if (fct_call("DESTROY"))

         uno_state = 0;

       else if (path_ends())

         error("exit scope detects un-DESTROYED variable");

     }

     else if (uno_state == 2) // LOCKED

     {

        if (fct_call("INIT"))

          error("INIT on locked variable");

        else if (fct_call("LOCK"))

          error("LOCK on locked variable");

        else if (fct_call("UNLOCK"))

          uno_state = 1;

        else if (fct_call("DESTROY"))

          error("DESTROY on locked variable");

        else if (path_ends())

          error("exit scope detects un-DESTROYED variable");

     }

}
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 1 int lck;

 2	

 3 void main(void)

 4 {

 5   int flow = 0;

 6	

 7   if (flow != 0)

 8     DESTROY(lck);

 9   else if (flow++ == 0)

10   {

11     lck = INIT();

12     lck = INIT();  // error: INIT on INIT

13     LOCK(lck);

14     UNLOCK(lck);

15     UNLOCK(lck);   // error: UNLOCK on UNLOCK

16   }

17 } // error:  no DESTROY




