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Splint 

Splint is a static checker for programs written in C. It checks for possible security holes and programming mistakes. It is both unsound and incomplete, and as a result allows for both false positives and false negatives. The programming issues that Splint has the ability to detect are as follows:
·      Dereferencing a possibly null pointer 

·      Using possibly undefined storage or returning storage that is not properly defined 

·      Type mismatches, with greater precision and flexibility than provided by C compilers 

·      Violations of information hiding 

·      Memory management errors including uses of dangling references and memory leaks  

·      Dangerous aliasing 

·      Modifications and global variable uses that are inconsistent with specified interfaces 

·      Problematic control flow such as likely infinite loops, fall through cases or incomplete switches, and suspicious statements 

·      Buffer overflow vulnerabilities 

·      Dangerous macro implementations or invocations 

·      Violations of customized naming conventions.  

To help aid Splint in detecting these potential problems, users are encouraged to add annotations to their code. Annotations are used to describe assumptions about variables, parameters, return values, structure fields and type definition. These annotations come in the form of stylized c comments, using a format of /*@ name @*/.  For example, /*@null@*/ is used to express an assumption that a parameter may be NULL.  
Splint, like most command line programs, also utilizes flags to turn options on and off. Examples of these options are setting whether or not Splint attempts to detect null dereferences, use before definitions, checking for type equivalence etc. Another function of Splint annotations is to use them as control commands. Control commands can be used to set flags in the middle of code, so that certain options are only used on certain sections of code.


In my use of the software, I focused on buffer overflow exploits and null dereferences. I used the latest release of Splint, version 3.1.1. I used two functions from the Splint manual to see whether or not Splint would detect a null dereference:
char firstChar1 (char *s)

{
  
return *s;

}

 

Splint does not detect an error. However, if the annotation /*@null@ */ is added in front of the parameter (/*@null@ */ char *s),  Splint detects the error and reports the following message:

ex.c(24,11): Dereference of possibly null pointer s: *s

A possibly null pointer is dereferenced.  Value is either the result of a function which may return null (in which case, code should check it is not null), or a global, parameter or structure field declared with the null qualifier. (Use -nullderef to inhibit warning)

Note that Splint outputs a useful message, containing a suggestion on how to secure the code, as well as what flag to set in case the user wishes to ignore such potential errors.
In the second function shown below, code is added to return an empty string if s is NULL. Splint does not detect an error for this example.

char firstChar2 (/*@null@*/ char *s)

{

if (s == NULL) return ‘\0’;
return *s;

}

To test for buffer overflow, I used a simple function that uses strcpy to copy a string of 10 characters into a buffer of 128 characters. This produces no errors when splint is run. 
int test()

{


char buf[128];


strcpy(buf, "1234567890");


return strncmp(buf, "1234", 4);

}

However if the size of buf is reduced to 1, attempting to copy a larger string produces the following error:
ex.c(17,2): Likely out-of-bounds store:

strcpy(buf, "1234567890") 
A memory write may write to an address beyond the allocated buffer. (Use -likely-boundswrite to inhibit warning)

Finally, I used an example of malicious code from the FreeBSD Developer’s Handbook, which claims “The following example code contains a buffer overflow designed to overwrite the return address and skip the instruction immediately following the function call.”
void manipulate(char *buffer) {

  char newbuffer[80];

  strcpy(newbuffer,buffer);

}

int main() {

  char ch,buffer[4096];

  int i=0;

  while ((buffer[i++] = getchar()) != '\n') {};

  i=1;

  manipulate(buffer);

  i=2;

  printf("The value of i is : %d\n",i);

  return 0;

}

Splint outputs the following error message for this function:

ex.c: (in function manipulate)

ex.c(48,3): Possible out-of-bounds store:

strcpy(newbuffer, buffer)

  A memory write may write to an address beyond the allocated buffer. (Use

  -boundswrite to inhibit warning)

ex.c: (in function main)

Note that an annotation is not required. This is because Splint automatically checks bounds when certain functions such as strcpy() and gets() are used.

Static analyzers such as Splint are very useful in exposing possible security vulnerabilities. Splint is unsound and incomplete, and although not thoroughly tested here, the authors admit that it may produce false positives and false negatives. Splint also requires annotations to be added for most of its features to work to their fullest extent. This can add plenty of extra effort for the programmer, therefore I can only recommend going through this effort for programs that are security sensitive. In class we discussed programs similar to Splint like Muse, which dynamically checked bounds. However, Splint checks for a large variety of security vulnerabilities, whereas Muse is just a bounds checker.  
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