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Data Usage Safety with TI DSPs

This paper talks about simple safety mechanisms that are incorporated into Texas Instruments’ (TI) DSP development suite.  We start with a definition of the environment or solution space that these mechanisms are designed to combat, then move to defining the problem, and finish by presenting the programming safety mechanisms and how they are used.  Because of the nature of this system and the limited size of this text, detailed examples that include pieces of code will not be given.

In this paper we restrict the definition of an embedded system to mean one where the hardware and the software are strongly coupled together to form the solution to the defined problem that is the application.  In other words, the application is one that is special purpose, and at the time of creating the solution, the whole system is taken into account where hardware and software is partitioned for optimal performance.  These systems are formed from custom software that is executed on custom hardware through a well-defined hardware/software interface.  Such systems are made up of one or more processing units, which can be implemented either as a discrete IC or in some form of programmable logic device, i.e. an FPGA.  However in this paper, I am only going to target systems where either all or part of the hardware platform is based on a TI DSP.

In such systems, as just described, implementation correctness of the design is more of an issue than attack from an adversary.  This is mainly due to the lack of infrastructure for the development of software for such small, custom platform systems.  Again it is important to remember that we are talking about a resource-limited system where an operating system would be considered too much overhead for the given task. When developing the software component of these systems, much of the work of building all the necessary low level components is up to the software team itself.

Having to develop such a large amount of the total software base significantly increases the error potential as a percentage of code size.  This has always been the biggest problem in embedded software development of this nature, as opposed to application or middleware programming where errors are more prevalent in the interfaces between different libraries and the programmer’s code.  In today’s world of embedded tool sets, most venders offer their tool sets or frameworks with library functions to decrease development time, but this system primarily relies on some form of custom operating system (OS) or OS flavor that the vender is pushing with their total software solution.  This has become acceptable in the marketplace simply because the hardware needed to compensate for the overhead of an OS is inexpensive enough to add to most systems.  However when the designs do not warrant an OS, designers tend to find themselves limited in what tools and libraries are available to them for their hardware base.  TI, which started out as a hardware company, has made tremendous progress in the area of supporting small, embedded applications that run on specialized hardware.  TI has built a mature set of tools, which are collectively call ExpressDSP, that form their framework for embedded developers who deal with special purpose applications that run on non-standard hardware platforms.  TI’s ExpressDSP is a synthesis of a framework and tool chain.  It is the combination of a framework that exists within the tool chain.  The tool chain is glued together through Code Composer Studio, TI’s Integrated Development Environment.  In Code Composer Studio, a user can build their entire system in an environment where some form of checking takes place.  It is important to note that the language used by CCS is by default C.  However, I believe that other programming languages are supported.

In order to most efficiently describe the ExpressDSP framework we will start at the bottom and work our way up to what an application programmer would think of as the programmer application level where you only need to make calls to library functions or a fully defined API that extends to the lowest level of the hierarchy.  The first code block to be defined is called the “Chip Support Library” (CSL).  The CSL is made up of an individual device driver for a particular I/O peripheral that the TI DSP is connected to in the hardware platform.  The CSL is very important to the framework because it is here that the developer defines not only how to exchange data with a specific I/O device but also what type of data that I/O device deals with and roles associated with that data including formatting.  It is here where you define the root of the data usage that is checked several levels above this point.  In addition to CSLs there are also modules called “Low (level) I/O” (LIO) that serve as abstraction layers for a CSL.  Therefore for each CSL module, there is linked a LIO controller module.  The collection of all CSLs and LIOs for all peripherals within the hardware platform is what is called the “Board Support Library” (BSL).  The BSL can be thought of as an API that allows the programmer to interact with all the I/O devices on the hardware platform that are outside of the TI DSP.

At this point we have not really veered from the traditional path of embedded system development, mainly because if we choose to write an application at this level, we are still free to use the C language in its natural unsafe manner, and none of the data usage information entered at the CSL level will be recognized.


Code Composer Studio includes a configuration system called DSP/BIOS, which is a real-time kernel that TI uses as its framework backbone.  With DSP/BIOS, the programmer is able to segment their code into separate execution blocks; this is similar to different processes running on an OS.  As in the OS/process model, data can be shared between execution blocks through data sharing mechanisms like pipes and mailboxes.  The point here is that DSP/BIOS is the glue that ties the rest of the hierarchical modules together.  In addition to that, DSP/BIOS adds to the framework certain types of objects like mailboxes, pipes, timers, polling processes, interrupts, and DMA channels.  When the programmer works at the DSP/BIOS level, they effectively write one function for each processing block they want in their final code build.  At this level, there is no function that the programmer writes called main.  Each processing module that is implemented as a function must be defined in the DSP/BIOS configuration file.  The DSP/BIOS configuration file stores all information about the configuration of the software down to which function has priority over the other and how data streams are handled through pipes or mailboxes.  It is at this level where the information about an I/O device that was entered in its respective CSL module is used to check that data streams are not connected between incompatible I/O devices.  For example, if you had a board with an audio CODEC and you were processing that audio data while at the same time processing control information to a stepper motor, it would be very bad if that audio information was accidentally sent to the stepper motor I/O controller.  This could very easily damage the stopper motor.  In summary, we see that the ExpressDSP framework from TI has begun to check data in terms of content based on rules defined by the programmer.  In addition, ExpressDSP supports other types of program implementation safety like checking of both standard and user defined types, checking that data is accessed within its defined scope, and that static arrays are accessed within their bounds.  CCS is really a step forward in the support of developers of embedded systems.  Unfortunately as far as I know, these safety mechanisms are only available with this vender’s tools for only one family of its products.  TI also has a microcontroller line called the MPS430; however I am unfamiliar with its support tools.  As far as I have seen with other IC manufacturers, the software tools that developers use to create code that runs on their IC are made by third parties, and therefore you lose that strong coupling that ExpressDSP has with the hardware that it runs on.  You must remember that ExpressDSP has a lot of complex processing built in that is optimized for the family of processor that it is designed to run on.

I learned of this system when I used it in my DSP Class.  In that class, I purchased one of their kits that contained a board and CCS.  Using the kit, I built a real-time audio compression system and had to use pipes to move my data around between the CODEC and the compression module.

