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Advanced Intrusion Detection Environment
Advanced Intrusion Detection Environment (AIDE) is a software package that uses regular expression rules to check file integrity. It is intended to replace the commercial software Tripwire as an open source alternative. 

AIDE constructs a database of the files specified in its configuration file. The AIDE database consists of various file attributes including: permissions, inode number, user, group, file size, mtime and ctime, atime, growing size and number of links. AIDE also creates a cryptographic checksum of each file referenced using one or a combination of several message digest algorithms: sha1, md5, rmd160, tiger (crc32, haval and gost can be compiled in if mhash support is available). 

AIDE creates a database from the regular expression rules that it finds from the configuration file. Once this database is initialized it can be used to verify the integrity of the files. It has several message-digest algorithms (i.e. md5, sha1, rmd160, tiger, haval, and others) that are used to check the integrity of the file. More algorithms can be added with relative ease. In addition, all of the usual file attributes can also be checked for inconsistencies. 

AIDE is traditionally installed before a system is brought onto a network. Upon installation, AIDE takes a “snapshot” of the system, gathering data about critical files such as system binaries and libraries. When a break-in is discovered, a system administrator typically would begin to analyze the system by using various UNIX tools (including ls, ps, who, and netstat). However, these tools may or may not be reliable, as an attacker could have replaced them with doctored versions that will conceal that a security breach has taken place. Newer versions of hacking software are able to manipulate dates and file sizes, so while it may seem that the binaries are sound, they may very well have been altered. 

While it is possible to manipulate file dates and sizes, it is much more difficult to manipulate the cryptographic checksum that AIDE builds for each of the files. AIDE also supports checksums by multiple different methods (such as md5). This significantly increases the difficulty of passing through the AIDE check unharmed. After a suspected break-in, the system administrator can quickly identify changes to key files and have a fairly high degree of confidence as to the accuracy of these findings. One of the useful applications of AIDE is that it can be set up in a cron to email results to a system administrator with regularity. 

There is one rather large caveat with AIDE. AIDE, like any other system binary can be altered, leaving it vulnerable to attacks. This is due to the fact that it runs as an installed package and not at the operating system level. Ironically, on the AIDE website, there is a message posted about a hacked AIDE binary out on the official website: 

Currently there are no mirrors. The version at ftp.linux.hr is hacked. So for the moment please get the source from official site below.

When I ran a test case, I discovered AIDE has a bug in it. In that, after a period (.) in the path, AIDE does not recognize any more directories. In order to complete the test case, I had to rename the directory /oracle10.1.0 to /oracle. 

In theory, AIDE is not a perfect solution, but in security, it is rare to find one ideal solution. While it is possible that people may write hacker kits to target AIDE and other system binaries, AIDE provides convenient security for systems, proving it to be an adequate solution for now.

Simple Sample aide.conf File :

/oracle p

The p stands for permissions, which are the only things I will check in this example. The start of the line is what directory this case applies to.

AIDE Dump : 

root@neptune:/usr/local/etc: # aide –i // Inits aide system based on aide.conf
AIDE, version 0.10

### AIDE database initialized.

 root@neptune:/usr/local/etc: # aide –check // Checks system against the db
Couldn't open file /usr/local/etc/aide.db for reading

 root@neptune:/usr/local/etc: # ls //aide –i makes a database with a .new ext
aide.conf    aide.db.new

 root@neptune:/usr/local/etc: # mv aide.db.new aide.db // Rename
 root@neptune:/usr/local/etc: # ls

aide.conf  aide.db

 root@neptune:/usr/local/etc: # aide –check //Analyzes system vs. the aide db
AIDE, version 0.10

### All files match AIDE database.  Looks okay!

 root@neptune:/usr/local/etc: # cd /oracle 

 root@neptune:/oracle: # ls -l

total 35104

-r--r--r--   1 root     other     395080 Jun  2 10:26 adimss-definitions.kb

-r--r--r--   1 root     other     623960 Jun  2 10:26 adimss-traffic.kb

-r--r--r--   1 root     other    2597126 Jun  2 10:26 europe.kb

-r--r--r--   1 root     other     155310 Jun  2 10:26 g2-database.kb

-r--r--r--   1 root     other     281124 Jun  2 10:26 gfr.kb

-r--r--r--   1 root     other     353074 Jun  2 10:26 gms.kb

-r--r--r--   1 root     other     590963 Jun  2 10:26 gxl.kb

-r--r--r--   1 root     other     144975 Jun  2 10:26 jitc.kb

-r--r--r--   1 root     other    1030961 Jun  2 10:26 saudi.kb

-r--r--r--   1 root     other     143111 Jun  2 10:26 saudi_map.gif

-r--r--r--   1 root     other     130363 Jun  2 10:26 uilroot.kb

 root@neptune:/oracle: # chmod 777 uilroot.kb // Now we go make an alteration


 root@neptune:/oracle: # aide –check // Check again
AIDE found differences between database and filesystem!!

Start timestamp: 2005-06-22 14:00:50

Summary:

Total number of files=18,added files=0,removed files=0,changed files=1

Changed files:

changed:/oracle/uilroot.kb

Detailed information about changes:

File: /oracle/uilroot.kb

  Permissions: -r--r--r--                        , -rwxrwxrwx               

Reference : 

http://www.cs.tut.fi/~rammer/aide.html
