Software obfuscation involves changing the layout of program code in such a way so that the program still functions as expected, but it is difficult to determine the original layout of the code.   While software obfuscation is not foolproof, it offers a certain level of security.  It is not dissimilar from locking the door of your car or house.  Locks can be picked and windows can be broken, yet we still choose to lock our doors.  We take these measures because they act as a deterrent, not because they are impossible to get around.  For example, a locked car is going to take more time to steal and as a result will arouse greater suspicion, especially if you have to break a window, than if you could simply open the door.  This type of deterrent won’t work on a professional, but it will deter many novices and amateurs.  To pick an example closer to what obfuscation actually does, say you come across a photograph ripped up into a thousand pieces.  Curiosity may not be enough motivation for you to put all those pieces back together; however, if you’re a cop and this photograph is important to your case, you will spend the time to piece it together.  So it goes that someone who is simply curious and has a copy of your code is not very likely to take the time and effort needed to reconstruct it if it is well obfuscated.


The following experiments focus on the tool CodeShield. This particular tool promises to obfuscate, not only symbolic names, but also the control flow of a Java program.  A decompiler included in a tool called Jshrink was used to decompile the obfuscated code.  The table below shows how symbolic names are changed to create confusion.  At this point, the code still contains the control flow of the program within it, only the names of classes, methods, and variables have been altered.  At least one set of variable, method, and class may use the same identifying name, adding further to the confusion. While this sort of obfuscation would be a hassle to sort through, it would be considered more of a tedious job than a difficult one.

	Original Code
	Obfuscated code

	import java.io.Serializable;

import MyClass;

private class TestClass 

implements Serializable 

{


private MyClass
object;


private int

         response;


public TestClass (MyClass s, int r) {}
 


public MyClass getMyClass() 
{}


public int
getResponse()
{}

}


	import java.io.Serializable;

import yy;

class zy 

implements java.io.Serializable

{

  private yy yv;

  private int vv;

  public zy(yy y2, int i3) {}

  public yy zx() {}

  public int wx() {}

}




Symbolic Name Obfuscation
The code in the table below shows how the code decompiled after control flow obfuscation was done.  The original code is fairly simple, a method that contains an if statement and calls a function based on the results.  The decompiled code at first looks daunting; however, after some extraneous information is removed, most notably extra try catch statements, much of the code can be figured out.  Even with the control flow obfuscation, it is easy to tell that there is an if statement based on a mod and that the same function is called as a result of the if statement with a different flag.  Quite a bit of information is divulged through this quick analysis.  This is, however, only a small subset of code.  Analyzing a lot of code in this manner would be a very large task and take a significant amount of time.

	Original Code
	De-compiled Obfuscated Code

	private void myMove(int move,  int depth)

{

  if(depth % 2 == 1)

    applyMove(move, true);

  else

    applyMove(move, false);

}


Cleaned Up Decompiled Obfuscated Code


private void Wz(int i1, int i2) {

      i2 2 % 1;

      if (!=) goto L24;

      this;

      i1;

      .ZY(1,);

      goto L30;

      L24:

      
ZY(i1, 0);

      L30:

      
return;

}


	private void Wz(int i1, int i2) {

    try {

      i2;

      try {

        2;

        (try { % });

        try { }

        1;

        if (try { != }) goto L24;

        try {

        }

        this;

        try {}

        i1;

        try {

          }.ZY(1, });

          goto L30;

        L24:

          ZY(i1, 0);

        L30:

          return;

        }      catch;

        catch;

        catch;

        catch;

        catch;

        catch;

        catch;

        throw catch; }


Control Flow Obfuscation

While this type of tool can help safeguard your intellectual property, it is far from an answer to total security.  The biggest advantage of using this type of tool is that it is simple and cheap.  CodeShield is easy to install and use.  All that is needed is a simple addition to the Java classpath and it can be executed via command line.  Various options are available, so that you can include or not include a certain class or method in the obfuscation.  Many similar tools have GUIs to further simplify the process.  As for cost, a single license of CodeShield costs just under $400.  It offers a moderate level of security, just enough to thwart a lackadaisical attack and in a legal sense, it provides you with the ability to say that you took steps to protect your intellectual property.  Many of these tools on today’s market do not degrade performance and may even reduce executable size, which was formerly a problem.   In this particular case, performance was increased greatly.  The code used in this experiment plays a game called Connect Four.  Given a 30 second period, the original code played 5900-6000 contests of Connect Four.  In the same time period, the code produced by CodeShield played 12,000-13,000 contests.  

Overall, this type of product may be an acceptable solution for an individual or business trying to protect mundane code.  For any company producing novel software, where professionals will be motivated enough to sort through the obfuscation, this product can only be used as a form of legal defense and as a stalling mechanism, just like the locks on our doors.
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