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Introduction







This paper presents the Unix-based static analysis tool, flawfinder [1] written to analyze C/C++ source code at the application layer. Flawfinder was chosen for two reasons. First, the author of the tool, David Wheeler, has written a good paper on writing secure code for Linux that has become part of the Linux documentation project and is distributed as a very long Linux HOWTO [2], and I wanted to review his related software. Secondly, while the C language has its own innate security issues not related directly to a Unix platform, Unix systems exhibit a specific class of race condition issues extant at the system call layer. The flawfinder tool flags these issues as well as the more generic C language issues. The sections that follow will present the tool and its features, as well as present an example related to the race condition issues, and finally present limitations, potential uses, and an alternative tool.

How Flawfinder Works

Flawfinder is a python script that uses a predefined internal set of function names to match against and scans source trees for those functions. When such a function is found in the source tree, it is displayed, along with the source file name and line number in the output, along with an explanation of the potential problem. Flawfinder also groups the vulnerabilities found into six ‘levels’. While no definition of the levels was found, empirical evidence gained while running flawfinder and a review of the source tends to suggest the following level groupings: 0: miscellaneous concerns 1: string length and null termination 2: fixed length array access, string copies, temporary file creation, 3: environment variable and command line parsing 4: printf() family format string issues and some race conditions, 5: more race conditions.
Running Flawfinder

Flawfinder is available in both source and binary from [1]. I installed it on my RedHat Fedora Core 3 system. To run flawfinder, you execute it with an argument of the directory containing source code files that you wish to be checked. Interesting arguments allow for checking only specific levels of vulnerabilities and higher, as well as for creating text or html output. Source can also be tagged with text in C comments that tell flawfinder not to check the next block of code.
Figure 1 shows the output for 4 of 1293 vulnerabilities found for a flawfinder run against the sendmail-8.13.1 source tree including all levels of vulnerabilities. Figure 2 shows the relevant output for the same run for only level 5 vulnerabilities. Each figure has the summary statistics for the run at the bottom of the figure. The complete output for both of these runs can be found at http://www.cbdurham.org/flawfinder.
General Results

The output at the bottom of figure 1 (Hits@level) shows that there were no vulnerabilities at level 0, 620 at level 1, 601 at level 2, 72 at level 3, 44 at level 4, and 4 vulnerabilities at level 5. The additional rows show statistics for that level and above (Hits@level+), and Hits per 1024 lines of source at this level and above (Hits/KSLOC@level+). While a total of 1293 potential vulnerabilities were found, significant work has been done on sendmail to improve security in the past few years, and a spot inspection of some of the vulnerabilities found in levels 1 to 4 revealed no real issues, as the buffers and/or function calls were protected from exploit by bounds checking or other measures. Thus many false positives were found.
Race Conditions

The level 5 class of vulnerabilities are considered to be the most serious in flawfinder. With good reason, race conditions can be hard to find when debugging code. Some Unix system call sequences expose race condition issues which an attacker can exploit. If a system call takes a file name argument, problems can arise between a check of the file with the system call and later action on the file such as a read or a write. Between the two calls, the state of the file may have changed, either innocently or maliciously by an attacker or other program.[3] If the state of the file has changed, the second action on the file may be invalid. Basically, if file access is non-atomic, problems can arise. General approaches exist to correct these non-atomic file checks and accesses, by opening the file exclusively often combined with locking routines that guarantee that no other process can change the state of the file. However, as these system calls still exist, and can be (incorrectly) used, tools such as flawfinder can find and help fix such calls in both legacy code and in new code.
Results for Level 5 Race Conditions
Flawfinder found 4 level 5 potential race conditions. Three of these potential conditions were found in code that was within an #ifdef/#endif block that was only compiled on older systems that did not have the safer version of chmod() and chown(); fchmod() and fchown().
The fourth issue involved a call to readlink() which when given a symbolic link puts the full path name of the hard link in a supplied buffer. After some investigation, it was determined that this call was probably safe, as the buffer was big enough based on the maximum file name length, and would be guaranteed to have a trailing NULL based on the way filenames are retrieved.
Weaknesses
My testing reveals that flawfinder does not do context-based checking, in that use of otherwise insecure functions such as strcpy() could be justified by prior checks in the code of string lengths and validity. Flawfinder makes no attempt to look for such checks, it only tells you there may be a problem with strcpy() or other routine. Flawfinder is hard to update with new vulnerabilities, as its ‘database’ of things to check is internal to the program and requires direct modification of the python script to update. However, flawfinder is generous in the information it gives you regarding the potential problem, often the information presented is a good starting point for further investigation. 
Summary

While no new flaws were found in Sendmail, this paper has shown how flawfinder can be used to find generic C-language vulnerabilities as well as to identify specific security issues related to some Unix system call race-condition concerns. In my estimation, it is a good tool for identifying potential problems in both legacy and new code, and making sure coding practices regarding library function and system call usage are followed. As it is only a static analysis tool, it cannot be used to do more detailed analysis to verify any particular security policy or other semantics. Basically, flawfinder only identifies possible issues which need to be further investigated, and thus may be prone to high false positive rates.
Other Tools

* ./smrsh/smrsh.c:337:  [4]  (race)  access: This usually indicates a security flaw. If an attacker can change anything along the path between the call to access() and the file's actual use (e.g., by moving files), the attacker can exploit the race condition. Set up the correct permissions (e.g., using setuid()) and try to open the file directly.
* ./include/sm/conf.h:2831:  [3]  (random)  random: This function is not sufficiently random for security-related functions such as key and nonce creation. use a more secure technique for acquiring random values.
* ./test/t_pathconf.c:39:  [2]  (buffer)  char: Statically-sized arrays can be overflowed. Perform bounds checking, use functions that limit length, or ensure that the size is larger than the maximum possible length.

* ./vacation/vacation.c:1079: [1] (buffer) strlen: Does not handle strings that are not \0-terminated (it could cause a crash if unprotected). 

Hits = 1293

Lines analyzed = 127490 in 11.65 seconds (11439 lines/second)

Physical Source Lines of Code (SLOC) = 87074

Hits@level = [0] 0 [1] 620 [2] 601 [3] 28 [4] 40 [5] 4

Hits@level+ = [0+] 1293 [1+] 1293 [2+] 673 [3+] 72 [4+] 44 [5+] 4

Hits/KSLOC@level+ = [0+] 14.8494 [1+] 14.8494 [2+] 7.72906 [3+] 0.826883 [4+] 0.505317 [5+] 0.0459379

Minimum risk level = 1

Not every hit is necessarily a security vulnerability.

There may be other security vulnerabilities; review your code!

RATS, the Rough Auditing Tool for Security was released at the same time as flawfinder from Secure Software. [1,4] The authors of flawfinder and RATS have realized that their approaches to the problem at hand are almost the same, and they plan a joint release that merges their software in the future.
Figure 1: Shows output for four of the 1293 potential vulnerabilities in Sendmail, along with the statistical summary for all of the 1293 vulnerabilities
Executed with: 
$ flawfinder <source-dir>
* ./libsmutil/safefile.c:494:  [5]  (race)  readlink: This accepts filename arguments; if an attacker can move those files or change the link content, a race condition results. Also, it does not terminate with ASCII NUL. Reconsider approach.
* ./sendmail/control.c:127: [5] (race) chown: This accepts filename arguments; if an attacker can move those files, a race condition results. . Use fchown( ) instead.

* ./sendmail/control.c:143: [5] (race) chmod: This accepts filename arguments; if an attacker can move those files, a race condition results. . Use fchmod( ) instead.

* ./sendmail/deliver.c:5567: [5] (race) chmod: This accepts filename arguments; if an attacker can move those files, a race condition results. . Use fchmod( ) instead. 

Hits = 4

Lines analyzed = 127490 in 11.13 seconds (11991 lines/second)

Physical Source Lines of Code (SLOC) = 87074

Hits@level = [0] 0 [1] 0 [2] 0 [3] 0 [4] 0 [5] 4

Hits@level+ = [0+] 4 [1+] 4 [2+] 4 [3+] 4 [4+] 4 [5+] 4

Hits/KSLOC@level+ = [0+] 0.0459379 [1+] 0.0459379 [2+] 0.0459379 [3+] 0.0459379 [4+] 0.0459379 [5+] 0.0459379

Minimum risk level = 5

Not every hit is necessarily a security vulnerability.

There may be other security vulnerabilities; review your code!
Figure 2: Shows output for all of the level 5 vulnerabilities, with statistics for only the level 5 vulnerabilities
Executed with:

$ flawfinder –m 5 <source-dir>

-m x catches only the level x vulnerabilities
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