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The SLam Calculus

SLam (Secure Lambda) Calculus is a tool to solve the problem of implementing security on the programming language level.  Using ML, a Functional Programming language, SLam defines a framework for creating secure types.
SLam uses three characteristics of ML to enable security. First, the reason SLam uses ML versus another functional language like Scheme or Lisp is that ML uses a style that is more similar to that of an imperative programming language, like C or Java.  ML allows the instantiation of variables.  These variables can be set to any type that has been created or a variable can represent a function that can be called at will.  

Secondly, ML allows for the creation and instantiation of types.  These types are placed on the same level as the native types defined by the language themselves.  This is possible because unlike an imperative language where compilation must occur before execution, ML executes and compiles simultaneously so all types can be executed on the same level of abstraction.

Finally, ML instantiates a system of scoping that allows standard types to be manipulated be defining a scoping context.  The SLam framework exploits this by using the scoping abilities to setup security levels of manipulation.  Using Lambda calculus, which is what functional programming languages are based on by setting the scoping/security levels it is possible to maintain security levels because variables that are not within the same security level will not execute.
Using the ML compiler and execution module was very easy to get running and executing.  The longest effort to get the program running was learning the syntax for Slam and the functional language.  Because of the nature of ML it required combining both my knowledge of imperative and functional languages.  Then deciding what examples to run were difficult.  The paper used the example of turning the UNIX /etc/passwd file into a secure object and then making each entry its own secure record type.  I went an implemented the example in real time and was able to do it rather easily:
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The security lies in the underlying structure of the userRecord and then the function that is used to add a record is mandated using the in…end context structure which enables us to set that only users of a security level = to p are able to run the addUser function.  
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This implementation of a secure programming language has a very high value in that the way in which it was carried out.  This is because the way it was implemented used the already existing language as a model, which did not require that a new language be developed just used in a different manner.  It is harder to implement in that it requires an understanding of functional programming which is not as widely used as imperative programming language, but using ML requires a smaller learning curve.  As far as other tools that are similar to this, I have yet to see any other tools that use functional language to implement security.  I believe that the nature of the functional language and the ability to run the language at a level wherein compilation and execution are nearly simultaneous makes for an extremely secure and easily scrutinize to make sure that security is being maintained.  
In conclusion, SLam calculus is a much different and unique design of a secure programming language but enables much more innate design of secure objects because the objects that are created exist on the lowest level possible which means that ultimate control is possible.
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