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Dear	
  Chair	
  Kaiser,	
  Subcommittee	
  Chair	
  Washington,	
  and	
  Members	
  of	
  
the	
  Election	
  Law	
  Subcommittee,	
  

We	
   are	
   a	
   group	
   of	
   election	
   integrity	
   experts	
   who	
   have	
   collectively	
  
been	
  involved	
  in	
  dozens	
  of	
  election	
  audits	
  in	
  dozens	
  of	
  jurisdictions.	
  
We	
  are	
  writing	
  to	
  provide	
  expert	
  perspective	
  on	
  some	
  of	
  the	
   issues	
  
brought	
   up	
   during	
   the	
   discussion	
   on	
   30	
  March	
   2017	
   regarding	
   the	
  
automated	
   software	
   audit	
   of	
   ballot	
   images	
   proposed	
   in	
   Senate	
   Bill	
  
0406.	
  	
  

The	
  ability	
  of	
  humans	
  to	
  count:	
  The	
  fact	
  that	
  humans	
  make	
  errors	
  
while	
  counting	
  was	
  presented	
  in	
  support	
  of	
  automated	
  audits.	
  While	
  
humans	
  do	
  make	
  errors,	
  these	
  errors	
  tend	
  to	
  be	
  small	
  and	
  to	
  cancel.	
  
That	
  is,	
  they	
  do	
  not,	
  in	
  general,	
  build	
  up	
  systematically	
  for	
  or	
  against	
  
any	
   particular	
   candidate.	
   On	
   the	
   other	
   hand,	
  machine	
   count	
   errors	
  
can	
  be	
   very	
   systematic.	
   For	
   example,	
   a	
  machine	
  may	
  not	
   recognize	
  
all	
  marks	
   of	
   a	
   certain	
   darkness	
   level	
   or	
   on	
   a	
   particular	
   part	
   of	
   the	
  
page.	
   Or,	
   as	
   noticed	
   in	
   Maryland	
   in	
   2016,	
   the	
   scanner	
   may	
   insert	
  
marks	
   in	
   the	
   image,	
   then	
   interpret	
   them	
   as	
   votes	
   for	
   multiple	
  
candidates,	
   and	
   ignore	
   the	
   original	
   vote	
   because	
   the	
   ballot	
   is	
  
interpreted	
  as	
  an	
  over	
  voted	
  ballot.	
  	
  

Systematic	
   errors—whether	
   due	
   to	
   uncalibrated	
   or	
   faulty	
  
technology,	
  or	
  with	
  specific	
   intent	
   to	
  change	
  an	
  election	
  outcome—
can	
  result	
  in	
  changing	
  a	
  large	
  number	
  of	
  votes.	
  These	
  changes	
  can	
  be	
  
biased	
  against	
  or	
   towards	
  a	
   specific	
   candidate,	
   if,	
   for	
  example,	
   they	
  
are	
  focused	
  in	
  a	
  particular	
  precinct.	
  A	
  best	
  approach—to	
  harness	
  the	
  
ability	
   of	
   machines	
   to	
   count	
   accurately,	
   while	
   checking	
   them	
   to	
  
ensure	
   the	
   absence	
   of	
   systematic	
   errors—is	
   to	
   have	
   an	
   automated	
  
count	
   with	
   a	
   manual	
   audit	
   by	
   humans.	
   Note	
   that	
   a	
   well-­‐designed	
  
audit	
   typically	
   examines	
   only	
   a	
   small	
   number	
   of	
   ballots	
   unless	
   the	
  
margin	
  is	
  close	
  or	
  the	
  election	
  outcome	
  is	
  incorrect;	
  it	
  is	
  misleading	
  
to	
  compare	
  the	
  burden	
  of	
  an	
  audit	
  to	
  the	
  burden	
  of	
  a	
  complete	
  hand	
  
count.	
  	
  	
  

Pre-­‐election	
  hand-­‐to-­‐eye	
  tests:	
  Such	
  tests	
  can	
  provide	
  information	
  
on	
   the	
   tested	
   scanners	
  and	
   their	
   calibration	
  and	
  may	
  help	
   improve	
  
their	
   performance.	
   They	
   cannot,	
   however,	
   provide	
   reliable	
  
information	
  on	
  the	
  fidelity	
  of	
  the	
  ballot	
  images	
  before	
  the	
  ballots	
  are	
  
voted	
  or	
  scanned.	
  	
  

The	
   voting	
   system	
   software	
   checks	
   itself:	
   In	
   response	
   to	
   a	
  
question	
   about	
   how	
   one	
   would	
   know	
   that	
   the	
   ballot	
   images	
  
represented	
   the	
  paper	
   ballots,	
   it	
  was	
   said	
   that	
   the	
   software	
   checks	
  
that	
   the	
   ballot	
   images	
   match	
   the	
   paper	
   copy.	
   This	
   statement	
   is	
  
difficult	
  to	
  understand.	
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The	
   software	
   cannot	
   “see”	
   the	
   paper	
   ballots,	
   except	
   through	
   the	
  
same	
   scanner lens (and software) that takes the	
  ballot	
   images.	
   So,	
   does	
  
the	
   scanner	
   take	
  a	
   second	
   image?	
  We	
  are	
  not	
   aware	
  of	
   code	
   in	
  op-­‐
scan	
  voting	
  systems	
  that	
  compares	
  two	
  such images.	
  Further,	
  if	
  there	
  
were	
   a	
   problem	
   in	
   the	
   scanner	
   lens	
   or	
   image	
   capture	
   technology,	
  
how	
   would	
   the	
   software	
   see	
   the	
   ballot	
   except	
   through	
   this	
   faulty	
  
mechanism?	
  Further,	
  what	
  does	
  it	
  mean	
  for	
  a	
  system	
  to	
  audit	
  itself?	
  
The	
   proposed	
   automated	
   software	
   audit	
   falls	
   far	
   short	
   of	
   basic	
  
safeguards	
   and	
   best	
   practice	
   as	
   recommended	
   by,	
   for	
   example,	
   the	
  
Presidential	
  Commission	
  on	
  Election	
  Administration1	
  and	
  the	
  League	
  
of	
  Women	
  Voters2.	
  	
  

Because	
  the	
  audit	
  has	
  as	
  its	
  basis	
  unverified	
  images	
  provided	
  by	
  the	
  
system	
   that	
   is	
   itself	
   to	
   be	
   audited,	
   it	
   is	
   not	
   independent,	
   even	
   if	
  
conducted	
   by	
   a	
   third	
   party.	
   Because	
   the	
   audit	
   cannot	
   detect	
  
manipulation,	
   passing	
   such	
   an	
   audit	
   does	
  not	
  necessarily	
  mean	
   the	
  
results	
   are	
   correct.	
   Because	
   it	
   is	
   a	
   software	
   audit,	
   it	
   is	
   not	
   at	
   all	
  
transparent.	
  	
  

Given	
   that	
   there	
   is	
   much	
   to	
   consider	
   before	
   determining	
   how	
   to	
  
carry	
  out	
  a	
  robust	
  audit,	
  the	
  strong	
  opposition	
  to	
  the	
  proposed	
  audit	
  
among	
   experts3,	
   and	
   the	
   importance	
   of	
   independent,	
   public,	
   and	
  
transparent	
   audits	
   to	
   trustworthy	
  and	
   fair	
   elections,	
  we	
   repeat	
  our	
  
strong	
   recommendation	
   that	
   the	
   Maryland	
   Legislature	
   hold	
   full	
  
hearings	
   and	
   perform	
   a	
   complete	
   analysis	
   on	
   the	
   risks,	
   costs,	
   and	
  
alternatives	
   before	
   passing	
   audit	
   legislation	
   that	
   is	
   inadequate	
   to	
  
ensure	
  election	
  integrity.	
  

	
  
	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
1https://law.stanford.edu/sites/default/files/publication/466754/doc/sls
public/Amer%20Voting%20Exper-­‐final%20draft%2001-­‐04-­‐14-­‐1.pdf	
  
2http://lwv.org/files/Report_ElectionAudits.pdf	
  
3http://www2.seas.gwu.edu/~poorvi/MarylandAudits/	
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   post-­‐election	
   audits	
   to	
   verify	
   with	
   high	
  
confidence	
   the	
   accuracy	
   of	
   voting	
   machines.	
   	
   He	
   continues	
   to	
   work	
   on	
   Election	
   Integrity	
   by	
  



 

advocating	
  methods	
  to	
  improve	
  voter	
  access	
  to	
  the	
  polls.	
  Stokes	
  has	
  B.S.	
  and	
  M.S.	
  degrees	
  in	
  Electrical	
  
Engineering	
  from	
  North	
  Dakota	
  State	
  University	
  and	
  the	
  University	
  of	
  New	
  Mexico	
  respectively.	
  

stokescorrales@comcast.net	
  
	
  	
  

Poorvi	
  L.	
  Vora	
  is	
  Professor	
  of	
  Computer	
  Science	
  at	
  The	
  George	
  Washington	
  University.	
  Her	
  research	
  
focus	
  has	
  been	
  on	
  end-­‐to-­‐end	
  independently	
  verifiable	
  (E2E)	
  voting	
  systems	
  which	
  enable	
  voters	
  and	
  
observers	
   to	
   audit	
   election	
   outcomes	
   without	
   requiring	
   them	
   to	
   rely	
   on	
   the	
   trustworthiness	
   of	
  
election	
  technology	
  or	
  unobserved	
  election	
  processes.	
  Vora	
  was	
  a	
  member	
  of	
  the	
  team	
  that	
  deployed	
  
polling-­‐place,	
  paper-­‐ballot-­‐based,	
  E2E	
  voting	
   system	
  Scantegrity	
   II	
   in	
   the	
  Takoma	
  Park	
  elections	
  of	
  
2009	
   and	
   2011,	
   and	
   of	
   the	
   team	
   that	
   developed	
   remote	
   voting	
   E2E	
   system	
   Remotegrity	
   and	
  
accessible	
  voting	
  variant	
  Audiotegrity,	
  used	
   in	
  2011.	
   She	
  has	
  worked	
  with	
   the	
  National	
   Institute	
  of	
  
Standards	
   and	
   Technology	
   (NIST)	
   on	
   definitions	
   of	
   desired	
   properties	
   of	
   E2E	
   systems,	
   and	
   on	
  
information-­‐theoretic	
   models	
   and	
   measures	
   of	
   voting	
   system	
   security	
   properties.	
   Her	
   research	
   is	
  
funded	
  by	
   the	
  National	
   Science	
  Foundation	
   and	
   the	
  Maryland	
  Procurement	
  Office.	
   Vora	
  has	
   a	
  Ph.D	
  
from	
  North	
  Carolina	
  State	
  University.	
  

poorvi@gwu.edu	
  
https://www.seas.gwu.edu/~poorvi/	
  
	
  	
  

Luther	
  Weeks	
   is	
   Executive	
   Director	
   of	
   CT	
   Voters	
   Count.	
   He	
   is	
   a	
   retired	
   software	
   engineer,	
   and	
   a	
  
computer	
   scientist	
   who	
   has	
   been	
   active	
   for	
   several	
   years	
   in	
   voting	
   integrity	
   issues	
   and	
   citizen-­‐
lobbying	
  the	
  Connecticut	
  Legislature	
  and	
  the	
  U.S.	
  Congress.	
  

Weeks’	
  efforts	
  in	
  Connecticut	
  contributed	
  to	
  the	
  passage	
  of	
  the	
  paper	
  record	
  law	
  in	
  2005	
  and	
  
the	
   selection	
   of	
   optical-­‐scan	
   over	
   DRE	
   (touch	
   screen)	
   voting	
   equipment	
   in	
   2006.	
   In	
   2007,	
   he	
  
organized	
   a	
   coalition	
   of	
   citizens	
   to	
   observe	
   Connecticut’s	
   post-­‐election	
   audits	
   resulting	
   in	
   public	
  
legislative	
  hearings	
  across	
  the	
  state.	
  He	
  is	
  also	
  Executive	
  Director	
  of	
  the	
  Connecticut	
  Citizen	
  Election	
  
Audit	
  and	
  a	
  Director	
  of	
  TrueVoteCT.	
  

Spanning	
   thirty-­‐five	
   years,	
   Weeks	
   led	
   the	
   initial	
   implementations	
   of	
   database,	
   personal	
  
computer,	
  and	
  artificial	
  intelligence	
  technologies	
  for	
  The	
  Travelers,	
  where	
  he	
  also	
  led	
  the	
  evaluation	
  
and	
   acquisition	
   of	
   commercial	
   software.	
   In	
   the	
   1990’s,	
   for	
   nine	
   years,	
   he	
  was	
   a	
   field	
   engineer	
   and	
  
product	
  manager	
  for	
  two	
  data	
  communications	
  software	
  start-­‐ups.	
  Weeks	
  has	
  a	
  B.S.	
   in	
  Mathematics	
  
with	
  distinction	
  from	
  Clarkson	
  University	
  and	
  an	
  M.S.	
  Computer	
  Science	
  from	
  Rensselaer	
  Polytechnic	
  
Institute.	
  He	
  is	
  Master	
  Fellow	
  of	
  the	
  Life	
  (insurance)	
  Management	
  Institute.	
  

Luther@CTVotersCount.org	
  
http://www.ctelectionaudit.org/	
  
	
  

	
  


