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28 March, 2017
Letter of Comment on the Audit Requirement in Senate Bill 406

The Honorable Anne R. Kaiser, Chair, Ways and Means Committee
The Honorable Alonzo T. Washington, Chair, Election Law Subcommittee

Maryland House of Delegates

Dear Chair Kaiser and Subcommittee Chair Washington,

We are a group of election integrity experts who have collectively been involved
in dozens of election audits in dozens of jurisdictions. We note that the
automated software audit of ballot images carried out by the state of Maryland in
the 2016 election falls far short of best practice as recommended by, for example,
the Presidential Commission on Election Administration [1] and the League of
Women Voters [2]. We have written to the State Board of Elections and testified
before it about this [3], and are writing again because we understand that the
House is considering Senate Bill 406, which includes an amendment that would
require exactly the same kind of audit statewide: an “independent automated
software audit of the ballot images”.

Such an audit poses several problems:

Not independent: It is not clear that the proposed procedure can be referred to
as an audit, because it cannot be independent of the voting technology, even if it
is performed by a third party vendor. It relies on digital scans of the ballot—
computer-generated and computer-manipulated data that are generated by the
voting system and not verified by voters. Ballot scans, like all computer data, are
vulnerable to error, alteration, deletion, and fabrication. The proposed procedure
does not access the voter-verified paper ballots at all.

Cannot Detect Manipulation: The audit may be useful for detecting some types
of error. However, in general it cannot, detect intentional alteration of ballot
images.

Passing such an audit does not necessarily mean the results are correct: A
finding of “no discrepancy” cannot verify the election outcome, because
inaccuracies that arise from altered or erroneous scan data cannot be detected.

Not Transparent: It is not possible to observe an automated software audit,
which transfers significant control to vendors. There is currently no standard for
audit technology nor for testing third-party audit software. This might not matter
in a fully transparent audit, but in this case, the public has no means to confirm
whether the audit was conducted correctly. The state may find itself in a
situation where the lack of transparency leads large numbers of voters to
question election outcomes.

Given the strong opposition to this kind of audit among experts, and the
importance of independent, public, and transparent audits to trustworthy and
fair elections, we strongly recommend that the Maryland Legislature hold full
hearings and perform a complete analysis on the risks, costs, and alternatives
before passing audit legislation that is inadequate to ensure election integrity.

[1] https://law.stanford.edu/sites/default/files/publication/466754/doc/slspublic/Amer%20Voting%20Exper-
final%20draft%2001-04-14-1.pdf

[2] http://lwv.org/files/Report_ElectionAudits.pdf

[3] http://www2.seas.gwu.edu/~poorvi/MarylandAudits
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Mark Lindeman is a political scientist whose research includes public opinion, political behavior,
and election verification issues. His work with post-election vote tabulation audits includes writing
several co-authored methods papers; serving as executive editor of the 2012 white paper "Risk-
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Neal McBurnett is an independent consultant in election integrity and security. He has worked for
Bell Labs, Internet2 and Databricks. He has worked to improve election integrity since 2002 by
pioneering post-election audits, working with election administrators, legislators and secretaries of
state. He did the first risk-limiting audit in Colorado, and collaborated on Colorado's Risk Limiting
Audit project and ballot-level risk-limiting audits that reached new levels of efficiency and scale. He
also audited the innovative Scantegrity end-to-end-verifiable election in Takoma Park MD in 2011,
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Ronald L. Rivest is the Institute Professor of Computer Science in MIT’s Dept. of Electrical
Engineering and Computer Science. He is a member of MIT’s Computer Science and Artificial
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on the EPIC Advisory Board.

Together with Adi Shamir and Len Adleman, Rivest was awarded the 2000 IEEE Koji
Kobayashi Computers and Communications Award and the Secure Computing Lifetime Achievement
Award. He also received, together with Shamir and Adleman, the 2002 ACM Turing Award and the
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the World Technology Network and a Finalist for the 2002 World Technology Award for
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Engineering at the Universite Catholique de Louvain (UCL). In 2010, he was awarded MIT’s Kilian
Faculty Achievement Award. He has extensive experience in cryptographic design and cryptanalysis,
and served as a Director of the International Association for Cryptologic Research, the organizing
body for the Eurocrypt and Crypto conferences, and as a Director of the Financial Cryptography
Association.

rivest@mit.edu
https://people.csail.mit.edu/rivest/




E. John Sebes is one of the two original co-founders and Chief Technology Officer ("CTO") for the U.S.
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Sebes is a co-author of 12 patents and 20+ publications.
jsebes@osetfoundation.org
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Weeks’ efforts in Connecticut contributed to the passage of the paper record law in 2005 and
the selection of optical-scan over DRE (touch screen) voting equipment in 2006. In 2007, he
organized a coalition of citizens to observe Connecticut’s post-election audits resulting in public
legislative hearings across the state. He is also Executive Director of the Connecticut Citizen Election
Audit and a Director of TrueVoteCT.
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