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Letter	
  of	
  Comment	
  on	
  the	
  Audit	
  Requirement	
  in	
  Senate	
  Bill	
  406	
  

 
The	
  Honorable	
  Anne	
  R.	
  Kaiser,	
  Chair,	
  Ways	
  and	
  Means	
  Committee	
  
The	
  Honorable	
  Alonzo	
  T.	
  Washington,	
  Chair,	
  Election	
  Law	
  Subcommittee	
  
Maryland	
  House	
  of	
  Delegates	
  
	
  
Dear	
  Chair	
  Kaiser	
  and	
  Subcommittee	
  Chair	
  Washington,	
  
We	
  are	
  a	
  group	
  of	
  election	
  integrity	
  experts	
  who	
  have	
  collectively	
  been	
  involved	
  
in	
   dozens	
   of	
   election	
   audits	
   in	
   dozens	
   of	
   jurisdictions.	
   We	
   note	
   that	
   the	
  
automated	
  software	
  audit	
  of	
  ballot	
  images	
  carried	
  out	
  by	
  the	
  state	
  of	
  Maryland	
  in	
  
the	
  2016	
  election	
  falls	
  far	
  short	
  of	
  best	
  practice	
  as	
  recommended	
  by,	
  for	
  example,	
  
the	
   Presidential	
   Commission	
   on	
   Election	
   Administration	
   [1]	
   and	
   the	
   League	
   of	
  
Women	
  Voters	
  [2].	
  We	
  have	
  written	
  to	
  the	
  State	
  Board	
  of	
  Elections	
  and	
  testified	
  
before	
   it	
   about	
   this	
   [3],	
   and	
   are	
  writing	
   again	
   because	
  we	
   understand	
   that	
   the	
  
House	
  is	
  considering	
  Senate	
  Bill	
  406,	
  which	
  includes	
  an	
  amendment	
  that	
  would	
  
require	
   exactly	
   the	
   same	
   kind	
   of	
   audit	
   statewide:	
   an	
   “independent	
   automated	
  
software	
  audit	
  of	
  the	
  ballot	
  images”.	
  

Such	
  an	
  audit	
  poses	
  several	
  problems:	
  

Not	
  independent:	
  It	
  is	
  not	
  clear	
  that	
  the	
  proposed	
  procedure	
  can	
  be	
  referred	
  to	
  
as	
  an	
  audit,	
  because	
  it	
  cannot	
  be	
  independent	
  of	
  the	
  voting	
  technology,	
  even	
  if	
  it	
  
is	
   performed	
   by	
   a	
   third	
   party	
   vendor.	
   	
   It	
   relies	
   on	
   digital	
   scans	
   of	
   the	
   ballot—
computer-­‐generated	
  and	
   computer-­‐manipulated	
  data	
   that	
   are	
  generated	
  by	
   the	
  
voting	
  system	
  and	
  not	
  verified	
  by	
  voters.	
  Ballot	
  scans,	
  like	
  all	
  computer	
  data,	
  are	
  
vulnerable	
  to	
  error,	
  alteration,	
  deletion,	
  and	
  fabrication.	
  The	
  proposed	
  procedure	
  
does	
  not	
  access	
  the	
  voter-­‐verified	
  paper	
  ballots	
  at	
  all.	
  	
  

Cannot	
  Detect	
  Manipulation:	
  The	
  audit	
  may	
  be	
  useful	
  for	
  detecting	
  some	
  types	
  
of	
   error.	
   However,	
   in	
   general	
   it	
   cannot,	
   detect	
   intentional	
   alteration	
   of	
   ballot	
  
images.	
  	
  

Passing	
  such	
  an	
  audit	
  does	
  not	
  necessarily	
  mean	
  the	
  results	
  are	
  correct:	
  	
  A	
  
finding	
   of	
   “no	
   discrepancy”	
   cannot	
   verify	
   the	
   election	
   outcome,	
   because	
  
inaccuracies	
  that	
  arise	
  from	
  altered	
  or	
  erroneous	
  scan	
  data	
  cannot	
  be	
  detected.	
  

Not	
   Transparent:	
   It	
   is	
   not	
   possible	
   to	
   observe	
   an	
   automated	
   software	
   audit,	
  
which	
  transfers	
  significant	
  control	
  to	
  vendors.	
  There	
  is	
  currently	
  no	
  standard	
  for	
  
audit	
  technology	
  nor	
  for	
  testing	
  third-­‐party	
  audit	
  software.	
  This	
  might	
  not	
  matter	
  
in	
  a	
  fully	
  transparent	
  audit,	
  but	
  in	
  this	
  case,	
  the	
  public	
  has	
  no	
  means	
  to	
  confirm	
  
whether	
   the	
   audit	
   was	
   conducted	
   correctly.	
   The	
   state	
   may	
   find	
   itself	
   in	
   a	
  
situation	
   where	
   the	
   lack	
   of	
   transparency	
   leads	
   large	
   numbers	
   of	
   voters	
   to	
  
question	
  election	
  outcomes.	
  

Given	
   the	
   strong	
   opposition	
   to	
   this	
   kind	
   of	
   audit	
   among	
   experts,	
   and	
   the	
  
importance	
   of	
   independent,	
   public,	
   and	
   transparent	
   audits	
   to	
   trustworthy	
   and	
  
fair	
   elections,	
   we	
   strongly	
   recommend	
   that	
   the	
   Maryland	
   Legislature	
   hold	
   full	
  
hearings	
   and	
   perform	
   a	
   complete	
   analysis	
   on	
   the	
   risks,	
   costs,	
   and	
   alternatives	
  
before	
  passing	
  audit	
  legislation	
  that	
  is	
  inadequate	
  to	
  ensure	
  election	
  integrity.	
  

	
  
[1]	
  https://law.stanford.edu/sites/default/files/publication/466754/doc/slspublic/Amer%20Voting%20Exper-­‐
final%20draft%2001-­‐04-­‐14-­‐1.pdf	
  
[2]	
  http://lwv.org/files/Report_ElectionAudits.pdf	
  	
  
[3]	
  http://www2.seas.gwu.edu/~poorvi/MarylandAudits
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