appendix B

Major Reports

APPENDIX B

MAJOR REPORTS

From 1999 through September 2001, a series of major studies and reports regarding terrorism  – some commissioned by the White House, Congress, and think tanks – were issued. Some of the most significant efforts are as follows: 

1. The so-called Gilmore Reports (http://www.rand.org/nsrd/terrpanel/)

a. Gilmore Report I, Dec. 15, 1999

b. Gilmore Report II, Dec. 15, 2000

c. Gilmore Report III, Dec. 15, 2001

d. Gilmore Report IV, Dec. 15, 2002 (Not yet summarized)

2. The Hart/Rudman Commission reports (http://www.nssg.gov/Reports/reports.htm)

a. Hart/ Rudman I, Aug. 15, 1999

b. Hart/Rudman II, April 15, 2000

c. Hart /Rudman III, May 15, 2001

3. Center for Strategic and International Studies (CSIS), Defending America in the 21st Century: New Challenges, New Organizations, and New Policies, December 2000. (http://www.csis.org/)

4. The Bremer Commission Report, June 7, 2000 (http://www.fas.org/irp/threat/commission.html)
5. GAO Reports (Sept. to Dec. 2001) (http://www.gao.gov).

1.
The Gilmore Reports.

a.
Gilmore J. S. et al. 1999. First Annual Report to The President and The Congress of the Advisory Panel To Assess Domestic Response Capabilities For Terrorism Involving Weapons Of Mass Destruction - I. Assessing The Threat. December 15, 1999. 123 pages. http://www.rand.org/nsrd/terrpanel/terror.pdf.

This first annual report to the President and the Congress of the Advisory Panel (the “Panel”) explores a broad range of issues regarding chemical, biological, radiological, and nuclear (CBRN) weapons, provides the details of actual terrorist attacks (focusing on the sarin attack on Tokyo subway by Aum Shinrikyo’s cult and poisoning of salad bars in The Dalles, OR by members of Rajneeshee), and provides an overview and analysis of the principal issues involving the threat of CBRN posed to the U.S. by terrorist use of such weapons.  The Report also identifies  the range of potential adversaries and perpetrators and, given the individual types of weapons and their technical and material requirements, attempts to describe the dimensions of the threat. 

The report formulates several initial broad policy recommendations and analyses on such topics as:

i. The need for a national strategy to address domestic response to terrorism; 

ii. A better understanding by both policymakers and responders of the threats; 

iii. The complexity of the current Federal structure; 

iv. Inherent problems associated with the manner in which Congress and the Executive Branch have addressed the issue; 

v. The need for more comprehensive and authoritative threat assessments and related analyses; 

vi.       The requirements for better information sharing among governmental entities at all levels; 

vii.       The need for clear, concise, and consistent definitions and terms of reference; 

viii. The necessity for standards in planning and training for the compatibility and interoperability of equipment among responders, and related research, 

ix.       Development, test, and evaluation issues; and 

x.       The issue of who or what entity is ‘in charge’ if an event does occur. 

It is interesting to note that in December 1999, obviously prior to September 11th and the anthrax attacks that followed, the Gilmore panel made the assumption that “the historically more frequent, lesser-consequence terrorist attack, is more likely in the near term – one involving a weapon on a relatively small-scale incident, using either a chemical, biological or radiological device (and not a nuclear weapon), or conventional explosives.” The panel also asserts that “[S]uch an attack could be designed to cause a limited number of casualties, but at the same time cause mass panic. Such an attack could be more along the lines of the biological terrorism incident that occurred in the U.S. [ by the Rajneeshee cult in Dalles, Oregon] a decade before the 1995 Aum nerve gas attack on the Tokyo subway – although the perpetrators’ intention in that instance was not to cause panic.” 

b.
Gilmore J. S. et al. Second Annual Report of the Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction – II. Toward A National Strategy for Combating Threat. December 15, 2000. 191 pages. http://www.rand.org/nsrd/terrpanel/terror2.pdf.
In this report, the Panel shifts its emphasis from threat assessment to address “specific programs for combating terrorism and larger questions of national strategy and Federal organization.” The Panel addresses the existence of “problems at all levels of government in virtually every functional discipline relevant to combating terrorism.” This report suggests that an Office for Combating Terrorism be created, along with increased training and improved response capabilities. The findings and recommendations include:

i. “The United States needs a functional, coherent national strategy for domestic preparedness against terrorism.” and that “the next President should develop and present to the Congress a national strategy for combating terrorism within one year of assuming office.” [Emphasis added.] The report recommends that this national strategy be:

A. National in scope, not just federal [emphasis in the original];

B. Appropriately resourced and based on measurable performance objectives; 

C. Focused on the full range of deterrence, prevention, preparedness, and response across the spectrum of threats—domestic and international; and 

D. For domestic programs, built on requirements from and fully coordinated with relevant local, state, and federal authorities.

ii. Establishment of a “a National Office for Combating Terrorism in the Executive Office of the President” [emphasis added] and “a statutory basis for this office.” This office should have at least five major sections, each headed by an Assistant Director: 

A. Domestic Preparedness Programs; 

B. Intelligence; 

C. Health and Medical Programs; 

D. Research, Development, Test, and Evaluation (RDT&E), and National Standards; and 

E. Management and Budget.

iii. Consolidation of Congress’s authority over programs for combating terrorism into “a Special Committee for Combating Terrorism—either a joint committee between the Houses or separate committees in each House”—and “Congressional leadership should instruct all other committees to respect the authority of this new committee and to conform strictly to authorizing legislation.”

iv. Establishment of “a strong institutional mechanism for ensuring the participation of high-level State and local officials in the development and implementation of a national strategy for terrorism preparedness.” [Emphasis added.]

v. The National Office for Combating Terrorism should:

A. “Foster the development of a consolidated all-source analysis and assessment capability” for “ input into the development of the annual national strategy.”
B. “Identify and promote the establishment of single-source, ‘all hazards’ planning documents, standardized Incident Command and Unified Command Systems, and other model programs for use in the full range of emergency contingencies, including terrorism.”

C. “Develop and manage a comprehensive national plan for federal assistance to state and local agencies for training and equipment and the conduct of exercises”

D. “Reevaluate the current U.S. approach to providing public health and medical care in response to acts of terrorism, especially possible mass casualty incidents and most particularly bioterrorism.”
E. “Establish a clear set of priorities for research and development for combating terrorism, including long-range programs.” 

F. “Provide cyber security against terrorist attacks on critical infrastructure.”

c.
Gilmore J. S. et al. Third Annual Report to the President and the Congress of the Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction – III. For Ray Downey. December 15, 2001. 270 pages. http://www.rand.org/nsrd/terrpanel/terror3-screen.pdf.
This post-September 11th report is more focused and aggressive than the previous two reports due primarily to the challenges that were brought about by the terrorist attacks. It highlights functional challenges to protecting the US against terrorism in five specific areas: 

i. Improving State and Local Response Capabilities 

ii. Improving Health and Medical Capabilities 

iii. Strengthening Immigration and Border Control 

iv. Enhancing Security Against Cyber Attacks 

v. Clarifying the Roles and Missions on the Use of Military. 

Specific recommendations under each area include the following:

i. State and Local Response.

A. Need for an increase and acceleration of the sharing of terrorism related threat assessments by the agencies of the federal government with appropriate state and local officials and response organizations.

B. Designing relevant training programs and equipment as part of all-hazards preparedness by federal agencies. 

C. Need for an increase in the level of funding to state and local governments in combating terrorism, particularly for incremental costs beyond those required for public health and safety.

D. Consolidation of information and application procedures for federal grant programs for terrorism preparedness in the Office of Homeland Security and coordination of all funding and grant programs through the states.

E. Designing and scheduling federal preparedness programs to allow the participation of first responders, particularly volunteer-based fire and local EM organizations. 

F. Office of Homeland Security should serve as a clearinghouse for information about federal programs, assets, and agencies with responsibilities for combating terrorism.

G. Federal military response assets need to be trained to operate within the “Incident Command System” to support and reinforce existing state and local organizational structures and emergency response systems.

ii. Improving Health and Medical Response Capabilities.

A. Federal, state, and local entities and private-sector organizations should fully implement the American Medical Association’s Report: “Report and Recommendations on Medical Terrorism and Other Disasters” that calls for the creation of a national public-private entity to develop medical education on disasters.

B. Medical systems should fully implement the Joint Commission on Accreditation on Healthcare Organizations (JCAHO) “Revised Emergency Management Standard” that requests for the establishment of an all-hazards plan for response to emergencies.

C. Congress should provide sufficient resources to the US Department of Health and Human Services (DHHS) for full implementation of two plans developed by Centers for Disease Control (CDC): “Biological and Chemical Terrorism: Strategic Plan for Preparedness and Response” that includes enhancing epidemiological capacity to detect and respond, improving training, education and communication; and “Laboratory Response Network for Terrorism” which calls for a collaborative partnership between federal, State, local and private agencies; and also the implementation of CDC’s Secure and Rapid Communication Networks to address the need for better communication in the case of CBR threats.

D. DHHS, in coordination with the Office of Homeland Security, should develop models for medical responses to a variety of hazards at federal, State and local levels in conjunction with the private sector to improve training and planning for EMS.

E. DHHS should reestablish a pre-hospital Emergency Medical Services program office to support state and local EMS provider organizations.

F. Congress should increase federal resources for exercises informed by and targeted at state and local health and medical entities.

G. Establishment of a government-owned, contractor-operated national facility for the research, development, and production of vaccines and therapeutics for infectious and contagious diseases.

H. Office of Homeland Security should review and recommend appropriate changes to plans for stockpiling vaccines and other critical supplies.

I. Office of Homeland Security should develop a plan for the full spectrum of medical and health research for terrorism related medical issues, including the psychological repercussions and pre-hospital interventions.

J. Secretary of HHS, in conjunction with the Office of Homeland Security, should conduct a thorough review of authorities, structures, and capabilities, under the Metropolitan Medical Response System (MMRS) and National Medical Disaster Response System (NMDS).

K. Office of Homeland Security should develop an information and education program on the legal and procedural problems involved in a health and medical response to terrorism. 

L. Office of Homeland Security should develop a public information strategy to inform the public during and following an attack as highlighted by the events of September 11th.
iii. Strengthening Immigration and Border Controls.

A. Creation of an intergovernmental border advisory group as part of the Office of Homeland Security.

B. Facilitation of the full integration of affected federal, state and local entities including US Coast Guard (USCG), representatives of airports of entry, and border crossing communities into local or regional “port security committees” and into any Joint Terrorism Task Force (coordinated by FBI) to share critical information.

C. Given the need for a relevant and timely intelligence to combat terrorism, the President should ensure all agencies with border responsibilities are included as full partners of the intelligence collection, analysis, and dissemination process as related to border issues.

D. To prevent the movement of foreign terrorists and their weapons across our borders, Office of Homeland Security should create a “Border Security Awareness” database system to collect and disseminate information about immigration and border control and Congress should mandate participation and funding of relevant federal agencies.

E. Congress should enact the legislation requiring all shippers to submit cargo manifest information.

F. President should direct the establishment of “Trusted Shipper” programs within relevant government agencies.

G. Congress should expand USCG search authority to include vessels owned by US citizens.

H. Office of Homeland Security should develop a coordinated R&D agenda for the development and integration of sensors, warning, and detection systems for border security.

I. Congress should increase resources for USCG for homeland security missions.

J. US Government should negotiate more comprehensive treaties and agreements for combating terrorism with Mexico and Canada.

iv. Enhancing Cyber Security.

A. The President should direct that the interagency panel on critical infrastructure include representatives from state and local governments as well as from the private sector.
B. Congress should create an independent commission, tasked to evaluate programs designed to promote cyber security, to identify areas that the requirements do not meet, and to recommend strategies for better security.

C. President should establish a government funded, not-for-profit entity that can represent interests of all affected stakeholders, public and private, to provide cyber detection alert and warning functions

D. Congress should convene a “summit” to address needed changes to a wide range of federal statutes for enhancing cyber assurance

E. Congress should create a “Cyber Court” for provision of court authority to conduct certain investigative activities

F. Because of the need for a comprehensive research agenda, the President should establish an entity to develop and implement a comprehensive plan for R&D, testing, and evaluation to enhance cyber security
v. Clarifying the Roles and Mission of the Military.

A. Secretary of Defense should seek and the Congress should approve the establishment of a new undersecretary position for homeland security to help clarify the role of military. 

B. National Command authority should establish a single, unified command and control structure to execute all functions for providing military support/assistance to civil authorities

C. Secretary of Defense should direct the use of military domestically across the spectrum of potential activities and coordinate with state and other federal agencies in the creation of more state- and region-specific plans.

D. Secretary of Defense should direct specific new mission areas for the use of the National Guard for providing support to civil authorities for combating terrorism.

E. Secretary of Defense should publish a memorandum, in layman’s terms, of the statutory authorities for using the military domestically to combat terrorism.

F. Secretary of Defense should improve the full time liaison elements located in the ten FEMA regions and assign those elements missions to enhance coordination with state and local agencies in planning, training, and exercising emergency response missions.

d.
Gilmore J. S. et al. Fourth Annual Report to the President and the Congress of the Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction – III. For Ray Downey. December 15, 2002. 270 pages. http://www.rand.org/nsrd/terrpanel/terror4-screen.pdf.
This report was published in 2002 and is not included in this effort.

2. The Hart/Rudman Reports

a.
U.S. Commission on National Security/21st Century. New World Coming: American Security In The 21st Century, Major Themes And Implications: The Phase I Report On The Emerging Global Security Environment For The First Quarter Of The 21st Century (Hart/ Rudman Report 1). Sept. 15, 1999. 11 pp. http://www.nssg.gov/Reports/NWC.pdf. 
The United States Commission on National Security/21st Century, an independent commission comprised of senior national security experts, was chartered in 1997 under the Federal Advisory Commission Act with the sponsorship of the Congressional leadership, the White House, and the Department of Defense.  The Commission was charged “to [do] the most comprehensive reassessment of the structure and processes of the American national security system [for the next 25 years] since the passage of the National Security Act of 1947” in the Truman era.  Chaired by former U.S. Senators Gary Hart and Warren Rudman and composed of twelve additional members, the Commission’s work included the investigations and subsequently the preparation of the report. 

The Commission's work was designed as an integrated three-phase effort. Report 1, released August 15, 1999, is described below, and Reports 2 and 3 are described in the following sections. Initially Reports 1 and 2 were intended to be descriptive in nature and Report 3 to be prescriptive. 

This pre-September 11th Report 1 describes two contradictory trends: 

i. “the continued strength of the U.S. economy and its continued dominance in terms of military power; power to shape the world politics, and world culture through the year 2025;” and 

ii. “ a tide of economic, technological and intellectual forces that is integrating a global community, amid powerful forces of social and political fragmentation.” The report asserts that, “…[due to] the cultural affinities different from our own, our adversaries will resort to [various] forms and levels of violence.”  It also observes that “the weapons of mass destruction (chemical, biological, and nuclear) and weapons of mass disruption (information warfare) will continue to proliferate to a wider range of state and non-state actors.” The report emphasizes the necessity of maintaining “a robust nuclear deterrent” and also “the investment in new forms of defense against these threats.” 

In the concluding section, the Commission predicts that “the U.S. will become increasingly vulnerable to hostile attacks in our homeland and that our military superiority will not entirely protect us.”   It also suggests that “rapid advances in information and biotechnologies will create new vulnerabilities for U.S. Security.”  The report asserts that, “…although [globally speaking] the essence of war will not change, the actors and the weapons available to them will change and the violence will be used against those societies with a lower tolerance for casualties.”  The report also forecasts that “…U.S. intelligence will face more challenging adversaries, and even excellent intelligence will not prevent all surprises” and that “…the emerging security environment in the next quarter century will require different military and other national capabilities.  It pointed out that “there will be a blurring of boundaries: between homeland defense and foreign policy; between sovereign states and a plethora of protectorates and autonomous zones; and between the pull of national loyalties on individual citizens and the pull of loyalties both more local and more global in nature. ” 
b.
U.S. Commission on National Security/21st Century. Seeking a National Strategy: A Concert for Preserving Security and Promoting Freedom: The Phase II Report On U.S. National Security Strategy for the 21st Century. April 15, 2000. 17 pp. http://www.nssg.gov/PhaseII.pdf.
This second report proposes a framework for a new national strategy to deal with the two contradictory trends in the future mentioned in the first report. The Commission holds the view that “the essence of American strategy must create “a balance between two key aims,” the first of which is to” harvest the benefits of a more integrated world in order to expand freedom, security, and prosperity for Americans and for others” and second to “strive to dampen the forces of global instability so that those benefits can endure.” 

The report defines the three levels of national interests as “survival interests, critical interests, and significant interests.” The survival interests can be summarized as the preservation of the U.S. constitutional order and safety from a direct attack by states or terrorists using weapons of mass destruction. The critical interests include the continuity and security of key international systems – energy, economic, transportation, communications and public health (food and water supplies). The significant interests refers to “ …the deepening and institutionalization abroad of constitutional democracy under the rule of law, market-based economics, and universal recognition of basic human rights.”  

The report outlines a national strategy that “…differs from the habits of the past half-century. It puts new emphasis on the economic and other non-military components of the national security. ” The report advocates that the key objectives of the national strategy should be:  

i. To defend the US and to ensure of its safety from the dangers of a new era;

ii. To maintain America’s social cohesion, economic competitiveness, technological ingenuity, and military strength;

iii. To assist the integration of key major powers, especially China, Russia, and India, into the mainstream of the emerging international system;

iv. To promote, with others, the dynamism of the new global economy and improve the effectiveness of international institutions and international law;

v. To adapt US alliances and other regional mechanisms to a new era in which America’s partners seek greater autonomy and responsibility; and 

vi. To help the international community tame the disintegrative forces spawned by an era of change.” Thus, the report supports the enhancement of the civil (meaning non-military) aspects of homeland security. Finally the report warns that if the U.S. government loses the capacity to respond to dynamic change [of the world] the day will come when [Americans] will regret it dearly.

c.
U.S. Commission on National Security/21st Century. Roadmap for National Security: The Phase III Report On U.S. National Security Strategy for the 21st Century (Hart/Rudman Report 3). February 15, 2001. 156 pp. http://www.nssg.gov/PhaseIIIFR.pdf
It is important to note that the final of the three-phase strategic reports was prepared prior to September 11, 2001.  This report concludes, “Significant changes must be made in the structures and processes of the U.S. security apparatus.” It warns that “Our institutional base is in decline” and that unless it be rebuilt, the U.S. “risks losing its global influence and critical leadership role.” 

The Commission recommends change in five key areas:

i. Ensuring the security of the American homeland; 

ii. Recapitalizing America’s strengths in science and education; 

iii. Redesigning key institutions of the Executive Branch; 

iv. Overhauling the U.S. government’s military and civilian personnel systems; and 

v. Reorganizing Congress’s role in national security affairs.” 

The report asserts that “in the new era the distinction between domestic and foreign no longer apply” and that the commission does not equate national security with defense. It then recommends the creation of an independent National Homeland Security Agency (NHSA), “with responsibility for planning, coordinating, and integrating various U.S. government activities involved in homeland security.” It suggests that the “NHSA be built upon the Federal Emergency Management Agency (FEMA), with the three organizations currently on the front line of border security—the Coast Guard, the Customs Service, and the Border Patrol—transferred to it.”  It asserts that “NHSA would not only protect American lives, but also assume responsibility for overseeing the protection of the nation’s critical infrastructure, including information technology.”  It also recommends that “the director of NHSA would have Cabinet status and would be a statutory advisor to the National Security Council,” and that “the legal foundation for the National Homeland Security Agency would rest firmly within the array of Constitutional guarantees for civil liberties. The observance of these guarantees in the event of a national security emergency would be safeguarded by NHSA’s interagency coordinating activities – which would include the Department of Justice – as well as by its conduct of advance exercises.”

In addition to the creation of a National Homeland Security Agency, some of the additional recommendations of the Commission include the following: 

· Congress should reorganize itself to accommodate this Executive Branch realignment, and that it also form a special select committee for homeland security to provide Congressional support and oversight in this critical area.

· Role of the President’s Science Advisor should be elevated to oversee critical tasks, such as the resuscitation of the national laboratory system and the institution of better inventory stewardship over the nation’s science and technology assets.

· President’s National Security Advisor and NSC staff should return to their traditional role of coordinating national security activities and resist the temptation to become policymakers or operators. Legislative, press communications, and speech-writing functions should reside in the White House staff, not separately in the NSC staff as they do today.

· Secretary of Treasury should be named a statutory member of the National Security Council. Responsibility for international economic policy should return to the National Security Council. 

· Activities of the U.S. Agency for International Development (USAID) should be fully integrated into this new State Department organization. The Secretary of State should give greater emphasis to strategic planning in the State Department and link it directly to the allocation of resources through the establishment of a Strategic Planning, Assistance, and Budget Office.

3. Center for Strategic and International Studies (CSIS), Defending America in the 21st Century: New Challenges, New Organizations, and New Policies, December 2000.
The study recommends that:

· The Vice President have the lead for homeland defense, assisted by the National Coordinator for Security, Critical Infrastructure and Counter-terrorism.

· The National Emergency Planning Council be established as the senior body for Federal and state coordination for critical infrastructure protection and response to terrorist incidents. 

· The NDPO be transferred to FEMA along with selected divisions of OSLDPS (OJP) and the Nunn-Lugar-Domenici Domestic Preparedness Program.

4. National Commission on Terrorism (Bremer Commission). Countering the Changing Threat of International Terrorism. June 7, 2000. http://www.fas.org/irp/threat/commission.html.
The Bremer Commission report, Countering the Changing Threat of International Terrorism, recommends a more aggressive strategy against terrorism and improved information sharing. The interagency counter terrorist Exercise Subgroup should annually exercise Federal response to a terrorist attack. For a catastrophic attack, DoD should be considered as a possible lead Federal agency. 

5. General Accounting Office Reports. http://www.gao.gov. 

A very large number of GAO reports were published in the years 2001 and 2002, and it is not possible to summarize them all here. In each report, the GAO provides a summary of the contents.

The GAO website( www.gao.gov)  includes a search capability that allows the researcher to find reports by number, title, or key text.
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